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Summary

CVE CVE-2008-2079

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-05-05 16:20:00 UTC

Updated 2019-12-17 15:25:00 UTC

Description MySQL 4.1.x before 4.1.24, 5.0.x before 5.0.60, 5.1.x before 5.1.24, and 6.0.x before 6.0.5 allows local users to bypass certain privilege checks by calling CREATE TABLE on a MyISAM table with modified (1) DATA DIRECTORY or (2) INDEX DIRECTORY arguments that are within the MySQL home data directory, which can point to tables that are created in the future.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 7.10 All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 7.10 All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Debian Debian Linux 4.0 All All All

Operating System Debian Debian Linux 4.0 All All All

Application Mysql Mysql All All All All

Application Mysql Mysql All All All All

Application Oracle Mysql All All All All

Application Oracle Mysql All All All All
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SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Debian -- Security Information -- DSA-1608-1 mysql-dfsg-5.0 DEBIAN

MySQL :: MySQL 6.0 Reference Manual :: C.1.5 Changes in MySQL 6.0.5 (12 June 2008) CONFIRM

[security-announce] SUSE Security Summary Report SUSE-SR:2008:017 SUSE

Debian update for mysql-dfsg-5.0 - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

IBM X-Force Exchange XF

About Security Update 2009-005 CONFIRM

MySQL MyISAM Table Privileges Secuity Bypass Vulnerability BID

rhn.redhat.com | Red Hat Support REDHAT

USN-671-1: MySQL vulnerabilities | Ubuntu UBUNTU

Support REDHAT

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

MySQL Bugs: #32167: another privilege bypass with DATA/INDEX DIRECTORY CONFIRM

RETIRED: Apple Mac OS X 2008-007 Multiple Security Vulnerabilities BID

Red Hat update for mysql - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

About Security Update 2008-007 CONFIRM

APPLE-SA-2009-09-10-2 Security Update 2009-005 APPLE

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

MySQL :: MySQL 5.0 Reference Manual :: C.1.11 Release Notes for MySQL Enterprise 5.0.60 [MRU] (28 April 2008) CONFIRM

APPLE-SA-2008-10-09 Security Update 2008-007 APPLE

Webmail - OVH VUPEN

Advisories | Mandriva MANDRIVA

Ubuntu update for mysql-dfsg-5.0 - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Repository / Oval Repository OVAL

SecurityTracker.com Archives - MySQL MyISAM Options Let Local Users Overwrite Table Files SECTRACK

MySQL :: MySQL 5.1 Reference Manual :: C.1.8 Changes in MySQL 5.1.24 (08 April 2008) CONFIRM

MySQL MyISAM Table Privilege Check Bypass - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Advisories | Mandriva MANDRIVA

Red Hat update for mysql - Secunia.com SECUNIA

rhn.redhat.com | Red Hat Support REDHAT

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement
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Organization Published Contributor Statement

Red Hat 2009-09-02 Tomas Hoger This issue did not affect MySQL as supplied with Red Hat Enterprise Linux 3. This issue was addressed for Red Hat Enterprise Linux 4, 5, and Red Hat Application Stack v1, v2: https://rhn.redhat.com/cve/CVE-2008-2079.html

There are currently no legacy QID mappings associated with this CVE.
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