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Summary

CVE CVE-2008-2109

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-05-07 21:20:00 UTC

Updated 2023-02-13 02:19:00 UTC

Description field.c in the libid3tag 0.15.0b library allows context-dependent attackers to cause a denial of service (CPU consumption) via an ID3_FIELD_TYPE_STRINGLIST field that ends in '\0', which triggers an infinite loop.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Media-libs Libid3tag 0.15.0b All All All

Application Media-libs Libid3tag 0.15.0b All All All

References

Reference Source Link

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com

Support / Security / Advisories / / MDVSA-2008:103 | Mandriva MANDRIVA www.mandriva.com

[mad-dev] Initite loop bug in libid3tag-0.15.0b MLIST www.mars.org

Gentoo Bug 210564 - media-libs/libid3tag <0.15.1b-r2 Infinite loop (CVE-2008-2109) CONFIRM bugs.gentoo.org

libid3tag: Denial of Service — Gentoo Linux Documentation GENTOO security.gentoo.org

Fedora update for libid3tag - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

'libid3tag' Denial of Service Vulnerability BID www.securityfocus.com

445812 – (CVE-2008-2109) CVE-2008-2109 libid3tag: infinite loop in ID3_FIELD_TYPE_STRINGLIST parsing MISC bugzilla.redhat.com

Gentoo update for libid3tag - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

[SECURITY] Fedora 9 Update: libid3tag-0.15.1b-6.fc9 FEDORA www.redhat.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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