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CVE CVE-2008-2119
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-06-04 19:32:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Asterisk Open Source 1.0.x and 1.2.x before 1.2.29 and Business Edition A.x.x and B.x.x before B.2.5.3, when pedantic pa

/ ]

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:N/A:P

Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:N/C:N/I:N/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Asterisk Asterisk Business Edition b.1.3.2 All All All


https://cve.report/
https://cve.report/CVE-2008-2119/mitre
https://cve.report/CVE-2008-2119/nist
https://cve.report/CVE-2008-2119/cve_org
https://cve.report/api/cve/CVE-2008-2119.json
https://cve.report/CVE-2008-2119.pdf
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/asterisk_business_edition
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Application Asterisk Open Source 1.2.17 All All All
Application Asterisk Open Source 1.2.18 All All All
Application Asterisk Open Source 1.2.19 All All All
Application Asterisk Open Source 1.2.2 All All All
Application Asterisk Open Source 1.2.20 All All All
Application Asterisk Open Source 1.2.21 All All All
Application Asterisk Open Source 1.2.21.1 All All All
Application Asterisk Open Source 1.2.22 All All All
Application Asterisk Open Source 1.2.23 All All All
Application Asterisk Open Source 1.2.24 All All All
Application Asterisk Open Source 1.2.25 All All All
Application Asterisk Open Source 1.2.26 All All All
Application Asterisk Open Source 1.2.26.1 All All All
Application Asterisk Open Source 1.2.26.2 All All All
Application Asterisk Open Source 1.2.27 All All All
Application Asterisk Open Source All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Gentoo Linux Documentation -- Asterisk: Multiple vulnerabilities af854a3a-2127-422b-9
Webmail | OVH- OVH af854a3a-2127-422b-9
Gentoo update for asterisk - Secunia Advisories - Vulnerability Information - Secunia.com af854a3a-2127-422b-9
0012607: SIP INVITE msg without "From" field crashes asterisk 1.2.28 if pedantic=yes - Digium Issue Tracker af854a3a-2127-422b-9
[asterisk] Revision 120109 af854a3a-2127-422b-9

Asterisk "pedantic" SIP Processing Denial of Service - Secunia Advisories - Vulnerability Intelligence - Secunia.com  af854a3a-2127-422b-9

Asterisk (SIP channel driver / in pedantic mode) Remote Crash Exploit af854a3a-2127-422b-9
SecurityFocus af854a3a-2127-422b-9
AST-2008-008 af854a3a-2127-422b-9
IBM X-Force Exchange af854a3a-2127-422b-9
Asterisk Pedantic Mode Bug in ast_uri_decode() Lets Remote Users Deny Service - SecurityTracker af854a3a-2127-422b-9
CVE Program record CVE.ORG

NVD vulnerability detail NVD
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http://secunia.com/advisories/34982
http://bugs.digium.com/view.php?id=12607
http://svn.digium.com/view/asterisk?view=rev&revision=120109
http://secunia.com/advisories/30517
https://www.exploit-db.com/exploits/5749
http://www.securityfocus.com/archive/1/493020/100/0/threaded
http://downloads.digium.com/pub/security/AST-2008-008.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/42823
http://www.securitytracker.com/id?1020166
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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