CVE-2008-2370
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CVE CVE-2008-2370
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2008-08-04 01:41:00 UTC
Updated 2023-02-13 02:19:00 UTC

Description Apache Tomcat 4.1.0 through 4.1.37, 5.5.0 through 5.5.26, and 6.0.0 through 6.0.16, when a RequestDispatcher is used, p
i

/ |

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Tomcat 4.1.0 All All All
Application Apache Tomcat 411 All All All
Application Apache Tomcat 4.1.10 All All All
Application Apache Tomcat 4.1.11 All All All
Application Apache Tomcat 4112 All All All
Application Apache Tomcat 4.1.13 All All All
Application Apache Tomcat 4.1.14 All All All
Application Apache Tomcat 4.1.15 All All All
Application Apache Tomcat 4.1.16 All All All
Application Apache Tomcat 4117 All All All
Application Apache Tomcat 4.1.18 All All All
Application Apache Tomcat 4.1.19 All All All
Application Apache Tomcat 41.2 All All All
Application Apache Tomcat 4.1.20 All All All
Application Apache Tomcat 4.1.21 All All All
Application Apache Tomcat 4.1.22 All All All
Application Apache Tomcat 4.1.23 All All All
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Application Apache Tomcat 6.0.4 All All All
Application Apache Tomcat 6.0.5 All All All
Application Apache Tomcat 6.0.6 All All All
Application Apache Tomcat 6.0.7 All All All
Application Apache Tomcat 6.0.8 All All All
Application Apache Tomcat 6.0.9 All All All

References

Reference

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Apache Tomcat Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Pony Mail!

Pony Mail!

Security Advisories | Mandriva Linux

IBM X-Force Exchange

Repository / Oval Repository

Apache Tomcat 'RequestDispatcher' Information Disclosure Vulnerability

SecurityReason - Apache Tomcat information disclosure vulnerability

VMware Products Update for Multiple Packages - Secunia Advisories - Vulnerability Information - Secunia.com
About Secunia Research | Flexera

Pony Mail!

[security-announce] SUSE Security Summary Report: SUSE-SR:2008:018

SecurityTracker: Tomcat RequestDispatcher Bug Lets Remote Users Bypass Access Restrictions
This page provides Security Information. : Fujitsu Global

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

ASA-2008-401 (RHSA-2008-0862)

Red Hat update for tomcat - Secunia Advisories - Vulnerability Intelligence - Secunia.com
access.redhat.com

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com
HP-UX update for Apache - Secunia Advisories - Vulnerability Intelligence - Secunia.com
SecurityFocus

[SECURITY] Fedora 8 Update: tomcat5-5.5.27-0jpp.2.fc8

Pony Mail!

VMSA-2009-0002 - VMware

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
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"[security bulletin] HPSBST02955 rev.1 - HP XP P9000 Performance Advisor Software, 3rd party Software' - MARC HP
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

997496 Java (Maven) Security Update for org.apache.tomcat:tomcat (GHSA-m8h8-6rvg-f4mg)
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