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CVE CVE-2008-2374
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-07-07 23:41:00 UTC
Updated 2017-09-29 01:31:00 UTC
Description src/sdp.c in bluez-libs 3.30 in BlueZ, and other bluez-libs before 3.34 and bluez-utils before 3.34 versions, does not validate
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Risk And Classification

Problem Types: CWE-20 | NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Bluez Bluez Libs All All All All
Application Bluez Bluez Utils All All All All
Reference

Support / Security / Advisories / / MDVSA-2008:145 | Mandriva

Fedora update for bluez-utils and bluez-libs - Secunia Advisories - Vulnerability Intelligence - Secunia.com
BlueZ » Blog Archive » Release of bluez-libs-3.34 and bluez-utils-3.34

Fedora update for bluez-utils and bluez-libs - Secunia.com

Webmail - OVH

BlueZ SDP Payload Processing Multiple Buffer Overflow Vulnerabilities

[SECURITY] Fedora 8 Update: bluez-utils-3.35-3.fc8

[SECURITY] Fedora 9 Update: bluez-libs-3.35-1.fc9

Page not found - SourceForge.net

Support

BlueZ Input Validation Bug May Let Local Users Gain Elevated Privileges or Certain Remote Users Execute Arbitrary Code - Security Tracker

Gentoo update for bluez-utils and bluez-libs - Secunia Advisories - Vulnerability Information - Secunia.com



https://cve.report/
https://cve.report/CVE-2008-2374/mitre
https://cve.report/CVE-2008-2374/nist
https://cve.report/CVE-2008-2374/cve_org
https://cve.report/api/cve/CVE-2008-2374.json
https://cve.report/CVE-2008-2374.pdf
http://cve.report/vendor/bluez
http://cve.report/software/bluez/bluez_libs
http://cve.report/vendor/bluez
http://cve.report/software/bluez/bluez_utils
http://www.mandriva.com/security/advisories?name=MDVSA-2008:145
http://secunia.com/advisories/31833
http://www.bluez.org/bluez-334/
http://secunia.com/advisories/32279
http://www.vupen.com/english/advisories/2008/2096/references
http://www.securityfocus.com/bid/30105
https://www.redhat.com/archives/fedora-package-announce/2008-October/msg00396.html
https://www.redhat.com/archives/fedora-package-announce/2008-September/msg00233.html
http://sourceforge.net/mailarchive/message.php?msg_name=b32d44000806161327u680c290au54fd21f2fef1d58e%2540mail.gmail.com
http://www.redhat.com/support/errata/RHSA-2008-0581.html
http://www.securitytracker.com/id?1020479
http://secunia.com/advisories/34280

Red Hat update for bluez-libs and bluez-utils - Secunia Advisories - Vulnerability Intelligence - Secunia.com
BlueZ SDP Processing Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Gentoo Linux Documentation -- BlueZ: Arbitrary code execution

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Repository / Oval Repository

[security-announce] SUSE Security Summary Report: SUSE-SR:2008:019

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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