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Use-after-free vulnerability in the _gnutls_handshake_hash_buffers_clear function in lib/gnutls_handshake.c in libgnutls in (
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Gnu Gnutls 2.35 All All All
Gnu Gnutls 2.3.6 All All All
Gnu Gnutls 237 All All All
Gnu Gnutls 2.3.8 All All All
Gnu Gnutls 2.3.9 All All All
Gnu Gnutls 2.4.0 All All All
Gnu Gnutls 2.3.5 All All All
Gnu Gnutls 2.3.6 All All All
Gnu Gnutls 2.3.7 All All All
Gnu Gnutls 2.3.8 All All All
Gnu Gnutls 2.3.9 All All All
Gnu Gnutls 2.4.0 All All All
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GnuTLS "gnutls_handshake()" Denial of Service - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA  secunia.comr
Gmane -- Mail To News And Back Again MLIST article.gman
GnuTLS - GNU Project - Free Software Foundation CONFIRM  www.gnu.or
Webmail - OVH VUPEN www.vupen.
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CVE Program record CVE.ORG www.cve.ort

NVD vulnerability detail NVD nvd.nist.gov
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-08-11 Tomas Hoger Not vulnerable. This issue did not affect the versions of gnutls as shipped with Red Hat Enterpr

1]

There are currently no legacy QID mappings associated with this CVE.
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