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Summary

CVE CVE-2008-2441

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-04 16:41:00 UTC

Updated 2018-10-11 20:41:00 UTC

Description Cisco Secure ACS 3.x before 3.3(4) Build 12 patch 7, 4.0.x, 4.1.x before 4.1(4) Build 13 Patch 11, and 4.2.x before 4.2(0) Build 124 Patch 4 does not properly handle an EAP Response packet in which the value of the length field exceeds the actual packet length, which allows remote authenticated users to cause a denial of service (CSRadius and CSAuth service crash) or possibly execute arbitrary code via a crafted RADIUS (1) EAP-Response/Identity, (2) EAP-Response/MD5, or (3) EAP-Response/TLS Message Attribute packet.

Risk And Classification

Problem Types: CWE-399 | NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Secure Access Control Server All All All All

Hardware Cisco Secure Access Control Server All All All All

Application Cisco Secure Acs All All All All

Application Cisco Secure Acs All All All All

References

Reference Source

Cisco - Networking, Cloud, and Cybersecurity Solutions CISCO

Cisco Secure ACS EAP-Response Packet Parsing Denial of Service Vulnerability BID

IBM X-Force Exchange XF

Cisco Secure Access Control Server Bug in Processing RADIUS EAP Packets Lets Remote Users Deny Service - SecurityTracker SECTRACK

Cisco Secure ACS EAP Packet Denial of Service - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

CXSecurity - IDS SREASON

SecurityFocus BUGTRAQ

CVE Program record CVE.ORG
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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