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Summary

CVE CVE-2008-2463

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-07-07 23:41:00 UTC

Updated 2017-09-29 01:31:00 UTC

Description The Microsoft Office Snapshot Viewer ActiveX control in snapview.ocx 10.0.5529.0, as distributed in the standalone Snapshot Viewer and Microsoft Office Access 2000 through 2003, allows remote attackers to download arbitrary files to a client machine via a crafted HTML document or e-mail message, probably involving use of the SnapshotPath and CompressedPath properties and the PrintSnapshot method. NOTE: this can be leveraged for code execution by writing to a Startup folder.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Office Snapshot Viewer Activex office2000 All All All

Application Microsoft Office Snapshot Viewer Activex office_2003 All All All

Application Microsoft Office Snapshot Viewer Activex office_xp All All All

Application Microsoft Office Snapshot Viewer Activex office2000 All All All

Application Microsoft Office Snapshot Viewer Activex office_2003 All All All

Application Microsoft Office Snapshot Viewer Activex office_xp All All All
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Snapshot Viewer for Microsoft Access ActiveX Control Arbitrary File Download Vulnerability

HPSBST02360

Your request has been blocked. This could be due to several reasons.

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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