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Summary

CVE CVE-2008-2474

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-29 17:17:00 UTC

Updated 2018-10-11 20:41:00 UTC

Description Buffer overflow in x87 before 3.5.5 in ABB Process Communication Unit 400 (PCU400) 4.4 through 4.6 allows remote attackers to execute arbitrary code via a crafted packet using the (1) IEC60870-5-101 or (2) IEC60870-5-104 communication protocol to the X87 web interface.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Abb Pcu400 4.4 All All All

Hardware Abb Pcu400 4.5 All All All

Hardware Abb Pcu400 4.6 All All All

Hardware Abb Pcu400 4.4 All All All

Hardware Abb Pcu400 4.5 All All All

Hardware Abb Pcu400 4.6 All All All

References

Reference Source Link

US-CERT Vulnerability Note VU#343971 CERT-VN www.kb.cert.org

SecurityReason - C4 Security Advisory - ABB PCU400 4.4-4.6 Remote Buffer Overflow SREASON securityreason.com

ABB Information for VU#343971 CONFIRM www.kb.cert.org

SecurityFocus BUGTRAQ www.securityfocus.com

ABB PCU400 'x87' Remote Buffer Overflow Vulnerability BID www.securityfocus.com

ABB PCU400 X87 Buffer Overflow Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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