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Summary

CVE CVE-2008-2476

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-10-03 15:07:00 UTC

Updated 2017-09-29 01:31:00 UTC

Description The IPv6 Neighbor Discovery Protocol (NDP) implementation in (1) FreeBSD 6.3 through 7.1, (2) OpenBSD 4.2 and 4.3, (3) NetBSD, (4) Force10 FTOS before E7.7.1.1, (5) Juniper JUNOS, and (6) Wind River VxWorks 5.x through 6.4 does not validate the origin of Neighbor Discovery messages, which allows remote attackers to cause a denial of service (loss of connectivity) or read private network traffic via a spoofed message that modifies the Forward Information Base (FIB).

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Force10 Ftos All All All All

Operating System Force10 Ftos All All All All

Operating System Freebsd Freebsd 6.3 All All All

Operating System Freebsd Freebsd 7.1 All All All

Operating System Freebsd Freebsd 6.3 All All All

Operating System Freebsd Freebsd 7.1 All All All

Operating System Juniper Jnos All All All All

Operating System Juniper Jnos All All All All

Operating System Netbsd Netbsd All All All All

Operating System Netbsd Netbsd All All All All

Operating System Openbsd Openbsd 4.2 All All All

Operating System Openbsd Openbsd 4.3 All All All

Operating System Openbsd Openbsd 4.2 All All All

Operating System Openbsd Openbsd 4.3 All All All

Operating System Windriver Vxworks 5 All All All

Operating System Windriver Vxworks 5.5 All All All

Operating System Windriver Vxworks 5 All All All
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Operating System Windriver Vxworks 5 All All All

Operating System Windriver Vxworks 5.5 All All All

Operating System Windriver Vxworks All All All All
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Repository / Oval Repository

About the security content of Time Capsule and AirPort Base Station (802.11n*) Firmware 7.4.1

CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2017-09-28 Joshua Bressers Not vulnerable. This issue did not affect the versions of Linux kernel as shipped with Red Hat Enterprise Linux 2.1, 3, 4, 5 or Red Hat Enterprise MRG.
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There are currently no legacy QID mappings associated with this CVE.
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