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Summary

CVE CVE-2008-2516

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-06-03 14:32:00 UTC

Updated 2017-08-08 01:31:00 UTC

Description pam_sm_authenticate in pam_pgsql.c in libpam-pgsql 0.6.3 does not properly consider operator precedence when evaluating the success of a pam_get_pass function call, which allows local users to gain privileges via a SIGINT signal when this function is executing, as demonstrated by a CTRL-C sequence at a sudo password prompt in an "auth sufficient pam_pgsql.so" configuration.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libpam-pgsql Libpam-pgsql 0.6.3 All All All

Application Libpam-pgsql Libpam-pgsql 0.6.3 All All All

References

Reference Source

libpam-pgsql Bug Lets Local Users Gain Elevated Privileges - SecurityTracker SECTRACK

#481970 - libpam-pgsql: <Ctrl+C> while in authentication phase induces success, may circumvent sudo et al. - Debian Bug report logs CONFIRM

Webmail - OVH VUPEN

SourceForge.net: libpam-pgsql: Files CONFIRM

libpam-pgsql Authentication Bypass Security Issue - Advisories - Secunia SECUNIA

IBM X-Force Exchange XF

libpam-pgsql 'pam_pgsql.c' Authentication Bypass Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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