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Summary

CVE CVE-2008-2613

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-07-15 23:41:00 UTC

Updated 2018-10-11 20:41:00 UTC

Description Unspecified vulnerability in the Database Scheduler component in Oracle Database 10.2.0.4 and 11.1.0.6 has unknown impact and local attack vectors. NOTE: the previous information was obtained from the Oracle July 2008 CPU. Oracle has not commented on reliable researcher claims that this is an untrusted search path issue that allows local users to gain privileges via a malicious (1) libclntsh.so or (2) libnnz10.so library.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Database Scheduler All All All All

Application Oracle Database Scheduler All All All All

Application Oracle Database Server 10.2.0.4 All All All

Application Oracle Database Server 11.1.0.6 All All All

Application Oracle Database Server 10.2.0.4 All All All

Application Oracle Database Server 11.1.0.6 All All All

References

Reference

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

HPSBMA02133 SSRT061201 rev.9 - HP Oracle for OpenView (OfO) Critical Patch Update - c00727143 - HP Business Support Center

Oracle Critical Patch Update Advisory - July 2008

Oracle Products Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

HP Oracle for OpenView Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

SecurityFocus

SecurityTracker.com Archives - Oracle Database Bugs Let Remote Users Access and Modify Data and Cause Denial of Service Conditions and Let Local Users Gain Elevated Privileges
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20080715 Oracle Database Local Untrusted Library Path Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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