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Summary

CVE CVE-2008-2641

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-06-25 12:36:00 UTC

Updated 2017-08-08 01:31:00 UTC

Description Unspecified vulnerability in Adobe Reader and Acrobat 7.0.9 and earlier, and 8.0 through 8.1.2, allows remote attackers to cause a denial of service (application crash) or possibly execute arbitrary code via unknown vectors, related to an "input validation issue in a JavaScript method."

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Acrobat 3d 7.0 All professional All

Application Adobe Acrobat 3d 7.0 All standard All

Application Adobe Acrobat 3d 7.0.0 All professional All

Application Adobe Acrobat 3d 7.0.0 All standard All

Application Adobe Acrobat 3d 7.0.1 All professional All

Application Adobe Acrobat 3d 7.0.1 All standard All

Application Adobe Acrobat 3d 7.0.2 All professional All

Application Adobe Acrobat 3d 7.0.2 All standard All

Application Adobe Acrobat 3d 7.0.3 All professional All

Application Adobe Acrobat 3d 7.0.3 All standard All

Application Adobe Acrobat 3d 7.0.4 All professional All

Application Adobe Acrobat 3d 7.0.4 All standard All

Application Adobe Acrobat 3d 7.0.5 All professional All

Application Adobe Acrobat 3d 7.0.5 All standard All

Application Adobe Acrobat 3d 7.0.6 All professional All

Application Adobe Acrobat 3d 7.0.6 All standard All

Application Adobe Acrobat 3d 7.0.7 All professional All
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Application Adobe Acrobat 3d 7.0.7 All professional All

Application Adobe Acrobat 3d 7.0.7 All standard All

Application Adobe Acrobat 3d 7.0.8 All professional All

Application Adobe Acrobat 3d 7.0.8 All standard All

Application Adobe Acrobat 3d 7.0.9 All professional All

Application Adobe Acrobat 3d 7.0.9 All standard All

Application Adobe Acrobat 3d 8.1 All professional All

Application Adobe Acrobat 3d 8.1 All standard All

Application Adobe Acrobat 3d 8.1.1 All professional All

Application Adobe Acrobat 3d 8.1.1 All standard All

Application Adobe Acrobat 3d 8.1.2 All professional All

Application Adobe Acrobat 3d 8.1.2 All standard All

Application Adobe Acrobat 3d 7.0 All professional All

Application Adobe Acrobat 3d 7.0 All standard All

Application Adobe Acrobat 3d 7.0.0 All professional All

Application Adobe Acrobat 3d 7.0.0 All standard All

Application Adobe Acrobat 3d 7.0.1 All professional All

Application Adobe Acrobat 3d 7.0.1 All standard All

Application Adobe Acrobat 3d 7.0.2 All professional All

Application Adobe Acrobat 3d 7.0.2 All standard All

Application Adobe Acrobat 3d 7.0.3 All professional All

Application Adobe Acrobat 3d 7.0.3 All standard All

Application Adobe Acrobat 3d 7.0.4 All professional All

Application Adobe Acrobat 3d 7.0.4 All standard All

Application Adobe Acrobat 3d 7.0.5 All professional All

Application Adobe Acrobat 3d 7.0.5 All standard All

Application Adobe Acrobat 3d 7.0.6 All professional All

Application Adobe Acrobat 3d 7.0.6 All standard All

Application Adobe Acrobat 3d 7.0.7 All professional All

Application Adobe Acrobat 3d 7.0.7 All standard All

Application Adobe Acrobat 3d 7.0.8 All professional All

Application Adobe Acrobat 3d 7.0.8 All standard All

Application Adobe Acrobat 3d 7.0.9 All professional All

Application Adobe Acrobat 3d 7.0.9 All standard All

Application Adobe Acrobat 3d 8.1 All professional All

Application Adobe Acrobat 3d 8.1 All standard All
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Application Adobe Acrobat 3d 8.1.1 All professional All

Application Adobe Acrobat 3d 8.1.1 All standard All

Application Adobe Acrobat 3d 8.1.2 All professional All

Application Adobe Acrobat 3d 8.1.2 All standard All

Application Adobe Acrobat Reader 3.0 All All All

Application Adobe Acrobat Reader 4.0 All All All

Application Adobe Acrobat Reader 4.0.5 All All All

Application Adobe Acrobat Reader 4.5 All All All

Application Adobe Acrobat Reader 5.0 All All All

Application Adobe Acrobat Reader 5.0.10 All All All

Application Adobe Acrobat Reader 5.0.11 All All All

Application Adobe Acrobat Reader 5.0.5 All All All

Application Adobe Acrobat Reader 5.0.6 All All All

Application Adobe Acrobat Reader 5.0.7 All All All

Application Adobe Acrobat Reader 5.0.9 All All All

Application Adobe Acrobat Reader 5.1 All All All

Application Adobe Acrobat Reader 6.0 All All All

Application Adobe Acrobat Reader 6.0.1 All All All

Application Adobe Acrobat Reader 6.0.2 All All All

Application Adobe Acrobat Reader 6.0.3 All All All

Application Adobe Acrobat Reader 6.0.4 All All All

Application Adobe Acrobat Reader 6.0.5 All All All

Application Adobe Acrobat Reader 7.0 All All All

Application Adobe Acrobat Reader 7.0.1 All All All

Application Adobe Acrobat Reader 7.0.2 All All All

Application Adobe Acrobat Reader 7.0.3 All All All

Application Adobe Acrobat Reader 7.0.4 All All All

Application Adobe Acrobat Reader 7.0.5 All All All

Application Adobe Acrobat Reader 7.0.6 All All All

Application Adobe Acrobat Reader 7.0.7 All All All

Application Adobe Acrobat Reader 7.0.8 All All All

Application Adobe Acrobat Reader 7.0.9 All All All

Application Adobe Acrobat Reader 8.0 All All All

Application Adobe Acrobat Reader 8.1 All All All

Application Adobe Acrobat Reader 8.1.1 All All All

Application Adobe Acrobat Reader 8.1.2 All All All
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Application Adobe Acrobat Reader 8.1.2 All All All

Application Adobe Acrobat Reader 3.0 All All All

Application Adobe Acrobat Reader 4.0 All All All

Application Adobe Acrobat Reader 4.0.5 All All All

Application Adobe Acrobat Reader 4.5 All All All

Application Adobe Acrobat Reader 5.0 All All All

Application Adobe Acrobat Reader 5.0.10 All All All

Application Adobe Acrobat Reader 5.0.11 All All All

Application Adobe Acrobat Reader 5.0.5 All All All

Application Adobe Acrobat Reader 5.0.6 All All All

Application Adobe Acrobat Reader 5.0.7 All All All

Application Adobe Acrobat Reader 5.0.9 All All All

Application Adobe Acrobat Reader 5.1 All All All

Application Adobe Acrobat Reader 6.0 All All All

Application Adobe Acrobat Reader 6.0.1 All All All

Application Adobe Acrobat Reader 6.0.2 All All All

Application Adobe Acrobat Reader 6.0.3 All All All

Application Adobe Acrobat Reader 6.0.4 All All All

Application Adobe Acrobat Reader 6.0.5 All All All

Application Adobe Acrobat Reader 7.0 All All All

Application Adobe Acrobat Reader 7.0.1 All All All

Application Adobe Acrobat Reader 7.0.2 All All All

Application Adobe Acrobat Reader 7.0.3 All All All

Application Adobe Acrobat Reader 7.0.4 All All All

Application Adobe Acrobat Reader 7.0.5 All All All

Application Adobe Acrobat Reader 7.0.6 All All All

Application Adobe Acrobat Reader 7.0.7 All All All

Application Adobe Acrobat Reader 7.0.8 All All All

Application Adobe Acrobat Reader 7.0.9 All All All

Application Adobe Acrobat Reader 8.0 All All All

Application Adobe Acrobat Reader 8.1 All All All

Application Adobe Acrobat Reader 8.1.1 All All All

Application Adobe Acrobat Reader 8.1.2 All All All
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Sun Solaris Adobe Reader Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Adobe Acrobat and Reader JavaScript Method Remote Code Execution Vulnerability BID

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Adobe - Security Advisories : APSB08-15: Security Update available for Adobe Reader and Acrobat 8.1.2 CONFIRM

Gentoo Linux Documentation -- Adobe Reader: User-assisted execution of arbitrary code GENTOO

IBM X-Force Exchange XF

Gentoo update for acroread - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

SANS Internet Storm Center; Cooperative Network Security Community - Internet Security - isc MISC

[security-announce] SUSE Security Summary Report: SUSE-SR:2008:016 SUSE

Adobe Reader/Acrobat JavaScript Method Handling Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Support REDHAT

Adobe Reader Javascript Method Bug Lets Remote Users Execute Restricted Functions - SecurityTracker SECTRACK

US-CERT Vulnerability Note VU#788019 CERT-VN

240106 SUNALERT

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Red Hat update for acroread - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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