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Multiple integer overflows in the rb_ary_store function in Ruby 1.8.4 and earlier, 1.8.5 before 1.8.5-p231, 1.8.6 before 1.8.6-

Risk And Classification

1|

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application

Application

Vendor
Canonical
Canonical
Canonical
Canonical
Canonical
Canonical
Canonical
Canonical
Debian
Debian
Ruby-lang
Ruby-lang

Ruby-lang

Product
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Debian Linux
Debian Linux
Ruby

Ruby

Ruby

Version

6.06

7.04

7.10

4.0

4.0

All

All

All

Update
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

Language

All

All

All

All

All

All

All

All

All

All

All

All

All

References

Reference

The Slackware Linux Project: Slackware Security Advisories

Source

SLACKWARE


https://cve.report/
https://cve.report/CVE-2008-2663/mitre
https://cve.report/CVE-2008-2663/nist
https://cve.report/CVE-2008-2663/cve_org
https://cve.report/api/cve/CVE-2008-2663.json
https://cve.report/CVE-2008-2663.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/ruby-lang
http://cve.report/software/ruby-lang/ruby
http://cve.report/vendor/ruby-lang
http://cve.report/software/ruby-lang/ruby
http://cve.report/vendor/ruby-lang
http://cve.report/software/ruby-lang/ruby
http://slackware.com/security/viewer.php?l=slackware-security&y=2008&m=slackware-security.429562

www.matasano.com/log/1070/updates-on-drew-yaos-terrible-ruby-vulnerabilities

About the security content of Security Update 2008-004 and Mac OS X 10.5.4

Fedora update for ruby - Secunia Advisories - Vulnerability Intelligence - Secunia.com

USN-621-1: Ruby vulnerabilities | Ubuntu

Slackware update for ruby - Secunia Advisories - Vulnerability Intelligence - Secunia.com

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Red Hat update for ruby - Secunia Advisories - Vulnerability Intelligence - Secunia.com
[security-announce] SUSE Security Summary Report SUSE-SR:2008:017

Ruby 1.8.6-p230/1.8.7 broke your app? Ruby Enterprise Edition to the rescue! « Phusion Corporate Blog
SecurityFocus

Repository / Oval Repository

Riding Rails: Multiple Ruby security vulnerabilities

June 2008 Ruby Security Advisory: A Summary

[SECURITY] Fedora 9 Update: ruby-1.8.6.230-1.fc9

APPLE-SA-2008-06-30 Security Update 2008-004 and Mac OS X v10.5.4

ZSFA -- The Big Ruby Vulnerabilities

Support

issues.rpath.com/browse/RPL-2626

Debian -- Security Information -- DSA-1612-1 ruby1.8

About Secunia Research | Flexera

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Ruby Bugs Let Users Deny Service and Execute Arbitrary Code - Security Tracker

Arbitrary code execution vulnerabilities

Ubuntu update for ruby1.8 - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Debian update for ruby1.8 - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Support / Security / Advisories / / MDVSA-2008:142 | Mandriva

Support / Security / Advisories / / MDVSA-2008:141 | Mandriva

Support / Security / Advisories / / MDVSA-2008:140 | Mandriva

Debian -- Security Information -- DSA-1618-1 ruby1.9
wiki.rpath.com/wiki/Advisories:rPSA-2008-0206

Webmail - OVH

Ruby: Multiple vulnerabilities — Gentoo Linux Documentation

Ruby Multiple Array and String Handling Functions Multiple Arbitrary Code Execution Vulnerabilities
rPath update for ruby - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Debian update for ruby1.9 - Secunia Advisories - Vulnerability Intelligence - Secunia.com

MISC

CONFIRM

SECUNIA

UBUNTU

SECUNIA

SECUNIA

SECUNIA

SUSE

MISC

BUGTRAQ

OVAL

MISC

MISC

FEDORA

APPLE

MISC

REDHAT

CONFIRM

DEBIAN

SECUNIA

SECUNIA

SECTRACK

CONFIRM

SECUNIA

SECUNIA

MANDRIVA

MANDRIVA

MANDRIVA

DEBIAN

CONFIRM

VUPEN

GENTOO

BID

SECUNIA

SECUNIA


http://www.matasano.com/log/1070/updates-on-drew-yaos-terrible-ruby-vulnerabilities/
http://support.apple.com/kb/HT2163
http://secunia.com/advisories/30831
http://www.ubuntu.com/usn/usn-621-1
http://secunia.com/advisories/30894
http://secunia.com/advisories/31687
http://secunia.com/advisories/31062
http://lists.opensuse.org/opensuse-security-announce/2008-08/msg00006.html
http://blog.phusion.nl/2008/06/23/ruby-186-p230187-broke-your-app-ruby-enterprise-edition-to-the-rescue/
http://www.securityfocus.com/archive/1/493688/100/0/threaded
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10524
http://weblog.rubyonrails.org/2008/6/21/multiple-ruby-security-vulnerabilities
http://www.rubyinside.com/june-2008-ruby-security-vulnerabilities-927.html
https://www.redhat.com/archives/fedora-package-announce/2008-June/msg00937.html
http://lists.apple.com/archives/security-announce/2008//Jun/msg00002.html
http://www.zedshaw.com/rants/the_big_ruby_vulnerabilities.html
http://www.redhat.com/support/errata/RHSA-2008-0561.html
https://issues.rpath.com/browse/RPL-2626
http://www.debian.org/security/2008/dsa-1612
http://secunia.com/advisories/33178
http://secunia.com/advisories/30802
http://www.securitytracker.com/id?1020347
http://www.ruby-lang.org/en/news/2008/06/20/arbitrary-code-execution-vulnerabilities/
http://secunia.com/advisories/30867
http://secunia.com/advisories/31181
http://www.mandriva.com/security/advisories?name=MDVSA-2008:142
http://www.mandriva.com/security/advisories?name=MDVSA-2008:141
http://www.mandriva.com/security/advisories?name=MDVSA-2008:140
http://www.debian.org/security/2008/dsa-1618
http://wiki.rpath.com/wiki/Advisories:rPSA-2008-0206
http://www.vupen.com/english/advisories/2008/1907/references
http://security.gentoo.org/glsa/glsa-200812-17.xml
http://www.securityfocus.com/bid/29903
http://secunia.com/advisories/30875
http://secunia.com/advisories/31256

Ruby 1.9.0/1.8.//1.8.6/1.8.5 new releases (Security Fix) - Ruby - Ruby-Forum

IBM X-Force Exchange

Red Hat update for ruby - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

CVE Program record

NVD vulnerability detail

4] H

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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