
CVE-2008-2683
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2008-2683

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-06-12 12:21:00 UTC

Updated 2017-09-29 01:31:00 UTC

Description The BIDIB.BIDIBCtrl.1 ActiveX control in BIDIB.ocx 10.9.3.0 in Black Ice Barcode SDK 5.01 allows remote attackers to force the download and storage of arbitrary files by specifying the origin URL in the first argument to the DownloadImageFileURL method, and the local filename in the second argument. 

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Black Ice Barcode Sdk 5.01 All All All

Application Black Ice Barcode Sdk 5.01 All All All

References

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Black Ice Cover Page ActiveX Control Arbitrary File Download - SecurityReason.com SREASON securityreason.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Black Ice Cover Page SDK insecure method DownloadImageFileURL() exploit - SecurityReason.com SREASON securityreason.com

Black Ice Software Inc Barcode SDK (BIDIB.ocx) Multiple Vulns EXPLOIT-DB www.exploit-db.com

Black Ice Barcode SDK Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

46007 OSVDB www.osvdb.org

Black Ice Cover Page SDK insecure method DownloadImageFileURL() exploit EXPLOIT-DB www.exploit-db.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2008-2683/mitre
https://cve.report/CVE-2008-2683/nist
https://cve.report/CVE-2008-2683/cve_org
https://cve.report/api/cve/CVE-2008-2683.json
https://cve.report/CVE-2008-2683.pdf
http://cve.report/vendor/black_ice
http://cve.report/software/black_ice/barcode_sdk
http://cve.report/vendor/black_ice
http://cve.report/software/black_ice/barcode_sdk
https://exchange.xforce.ibmcloud.com/vulnerabilities/42891
http://securityreason.com/securityalert/8277
http://www.vupen.com/english/advisories/2008/1768/references
http://securityreason.com/securityalert/8276
https://www.exploit-db.com/exploits/5750
http://secunia.com/advisories/30548
http://www.osvdb.org/46007
http://www.exploit-db.com/exploits/17415
https://www.cve.org/CVERecord?id=CVE-2008-2683
https://nvd.nist.gov/vuln/detail/CVE-2008-2683


There are currently no legacy QID mappings associated with this CVE.
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