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Summary

CVE CVE-2008-2696

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-06-13 19:41:00 UTC

Updated 2017-08-08 01:31:00 UTC

Description Exiv2 0.16 allows user-assisted remote attackers to cause a denial of service (divide-by-zero and application crash) via a zero value in Nikon lens information in the metadata of an image, related to "pretty printing" and the RationalValue::toLong function.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Exiv2 Exiv2 0.16 All All All

Application Exiv2 Exiv2 0.16 All All All

References

Reference Source Link

Ubuntu update for exiv2 - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

USN-655-1: exiv2 vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Support / Security / Advisories / / MDVSA-2008:119 | Mandriva MANDRIVA www.mandriva.com

[security-announce] SUSE Security Summary Report: SUSE-SR:2008:023 SUSE lists.opensuse.org

0000546: Exiv2 crashes while converting Nikon lens information for pretty printing - Issue Tracker MISC dev.robotbattle.com

Exiv2 Pretty Printing for Nikon Lens Metadata Denial of Service Vulnerability BID www.securityfocus.com

Exiv2 Nicon Lens Information Printing Denial of Service - Advisories - Secunia SECUNIA secunia.com

Exiv2 - Image metadata library and tools CONFIRM www.exiv2.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Bug 524715 – core dump on image rotated by Kipi plugin MISC bugzilla.gnome.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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