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CVE-2008-2785

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2008-06-19 21:41:00 UTC

2018-10-11 20:42:00 UTC

Mozilla Firefox before 2.0.0.16 and 3.x before 3.0.1, Thunderbird before 2.0.0.16, and SeaMonkey before 1.1.11 use an inc
| |

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Mozilla Firefox 2.0 All All All
Mozilla Firefox 2.0.0.1 All All All
Mozilla Firefox 2.0.0.10 All All All
Mozilla Firefox 2.0.0.11 All All All
Mozilla Firefox 2.0.0.12 All All All
Mozilla Firefox 2.0.0.13 All All All
Mozilla Firefox 2.0.0.14 All All All
Mozilla Firefox 2.0.0.2 All All All
Mozilla Firefox 2.0.0.3 All All All
Mozilla Firefox 2.0.0.4 All All All
Mozilla Firefox 2.0.05 All All All
Mozilla Firefox 2.0.0.6 All All All
Mozilla Firefox 2.0.0.7 All All All
Mozilla Firefox 2.0.0.8 All All All
Mozilla Firefox 2.0.0.9 All All All
Mozilla Firefox 3.0 All All All
Mozilla Firefox 2.0 All All All
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http://www.redhat.com/support/errata/RHSA-2008-0598.html
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USN-626-1: Firefox and xulrunner vulnerabilities | Ubuntu

Slackware update for mozilla-firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com
IBM X-Force Exchange

Debian -- Security Information -- DSA-1614-1 iceweasel
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Fedora update for thunderbird - Advisories - Secunia

[SECURITY] Fedora 8 Update: thunderbird-2.0.0.16-1.fc8

Slackware update for seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Debian update for iceweasel - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Red Hat update for thunderbird - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Gentoo update for Mozilla products - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Support / Security / Advisories / / MDVSA-2008:155 | Mandriva

SUSE update for MozillaFirefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Mozilla Products CSS Objects Handling Code Execution - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Ubuntu update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Debian update for xulrunner - Secunia Advisories - Vulnerability Intelligence - Secunia.com
MFSA 2008-34: Remote code execution by overflowing CSS reference counter

Fedora update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Mozilla Firefox CSS Reference Counter Bug Lets Remote Users Execute Arbitrary Code - Security Tracker

Sun Solaris Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
USN-623-1: Firefox vulnerabilities | Ubuntu

Slackware update for mozillla-thunderbird - Advisories - Secunia
Red Hat update for firefox - Advisories - Secunia

The Slackware Linux Project: Slackware Security Advisories
[SECURITY] Fedora 9 Update: seamonkey-1.1.11-1.fc9

New Security Issue Under Investigation at Mozilla Security Blog
Debian -- Security Information -- DSA-1621-1 icedove

Debian -- Security Information -- DSA-1615-1 xulrunner
Webmail - OVH

rPath update for firefox - Advisories - Secunia
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http://secunia.com/advisories/31122
http://www.slackware.org/security/viewer.php?l=slackware-security&y=2008&m=slackware-security.380767
http://www.novell.com/support/search.do?cmd=displayKC&docType=kc&externalId=InfoDocument-patchbuilder-readme5031400
http://www.securityfocus.com/archive/1/494860/100/0/threaded
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http://www.debian.org/security/2008/dsa-1614
http://sunsolve.sun.com/search/document.do?assetkey=1-26-256408-1
http://secunia.com/advisories/31403
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USN-629-1: Thunderbird vulnerabilities | Ubuntu

rhn.redhat.com | Red Hat Support

Support

Debian update for iceape - Secunia.com

Bug 440230 — Firefox CSSValue Array Memory Corruption Vulnerability

Support

Debian -- Security Information -- DSA-1697-1 iceape

Fedora update for seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com
[SECURITY] Fedora 8 Update: seamonkey-1.1.11-1.fc8

Mozilla products: Multiple vulnerabilities — Gentoo Linux Documentation

Support / Security / Advisories / / MDVSA-2008:148 | Mandriva

Mozilla Firefox CSSValue Array Data Structure Remote Code Execution Vulnerability
Repository / Oval Repository

SecurityFocus

The Slackware Linux Project: Slackware Security Advisories

Zero Day Initiative

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to

UBUNTU

REDHAT

REDHAT

SECUNIA

CONFIRM

REDHAT

DEBIAN

SECUNIA

FEDORA

GENTOO

MANDRIVA

BID

OVAL

BUGTRAQ

SLACKWARE

MISC

CVE.ORG

NVD

this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

rhn
ww
sec
bug
WwW
wWw
sec
wWw
sec
wWw
WWw
ove
ww
wWw
ww
wWwW

nvc

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.
Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


http://www.ubuntu.com/usn/usn-629-1
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http://secunia.com/advisories/31154
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http://www.zerodayinitiative.com/advisories/ZDI-08-044/
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