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CVE CVE-2008-2798
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-07-07 23:41:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Multiple unspecified vulnerabilities in Mozilla Firefox before 2.0.0.15, Thunderbird 2.0.0.14 and earlier, and SeaMonkey befi

/ |

Risk And Classification

Primary CVSS: v2.0 10 from nvd@nist.gov
AV:N/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: CWE-399 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 2.0 All All All


https://cve.report/
https://cve.report/CVE-2008-2798/mitre
https://cve.report/CVE-2008-2798/nist
https://cve.report/CVE-2008-2798/cve_org
https://cve.report/api/cve/CVE-2008-2798.json
https://cve.report/CVE-2008-2798.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
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Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Fedora update for seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Fedora update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com
[SECURITY] Fedora 9 Update: seamonkey-1.1.10-1.fc9

Debian -- Security Information -- DSA-1615-1 xulrunner

Mozilla Firefox 2.0 Has Multiple Bugs That Permit Remote Code Execution, Certificate Spoofing, Cross-Site Scripting, and Other Impacts - Se
Debian update for xulrunner - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Red Hat update for thunderbird - Secunia Advisories - Vulnerability Intelligence - Secunia.com
The Slackware Linux Project: Slackware Security Advisories

Known Vulnerabilities in Mozilla Products

rhn.redhat.com | Red Hat Support

Support

Slackware update for mozilla-firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com
wiki.rpath.com/Advisories:rPSA-2008-0216

Debian update for iceweasel - Secunia Advisories - Vulnerability Intelligence - Secunia.com

MFSA 2008-21: Crashes with evidence of memory corruption (rv:1.8.1.15)

[security-announce] SUSE Security Announcement: Mozilla Firefox (SUSE-SA

Gentoo update for Mozilla products - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Debian -- Security Information -- DSA-1697-1 iceape

Ubuntu update for thunderbird - Advisories - Secunia

Support

USN-629-1: Thunderbird vulnerabilities | Ubuntu

Support / Security / Advisories / / MDVSA-2008:136 | Mandriva

Debian update for iceape - Secunia.com

Red Hat update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Fedora update for thunderbird - Advisories - Secunia

Support / Security / Advisories / / MDVSA-2008:155 | Mandriva

Mozilla Firefox 2.0.0.14 Multiple Remote Vulnerabilities

Mozilla Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Ubuntu update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com



http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://secunia.com/advisories/31005
http://secunia.com/advisories/30949
https://www.redhat.com/archives/fedora-package-announce/2008-July/msg00288.html
http://www.debian.org/security/2008/dsa-1615
http://www.securitytracker.com/id?1020419
http://secunia.com/advisories/31183
http://secunia.com/advisories/31195
http://slackware.com/security/viewer.php?l=slackware-security&y=2008&m=slackware-security.410484
http://www.mozilla.org/projects/security/known-vulnerabilities.html#firefox2.0.0.15
http://rhn.redhat.com/errata/RHSA-2008-0616.html
http://www.redhat.com/support/errata/RHSA-2008-0549.html
http://secunia.com/advisories/31021
http://wiki.rpath.com/Advisories:rPSA-2008-0216
http://secunia.com/advisories/31069
http://www.mozilla.org/security/announce/2008/mfsa2008-21.html
http://lists.opensuse.org/opensuse-security-announce/2008-07/msg00004.html
http://secunia.com/advisories/31377
http://www.debian.org/security/2009/dsa-1697
http://secunia.com/advisories/31220
http://www.redhat.com/support/errata/RHSA-2008-0569.html
http://www.ubuntu.com/usn/usn-629-1
http://www.mandriva.com/security/advisories?name=MDVSA-2008:136
http://secunia.com/advisories/33433
http://secunia.com/advisories/30903
http://secunia.com/advisories/31403
http://www.mandriva.com/security/advisories?name=MDVSA-2008:155
http://www.securityfocus.com/bid/30038
http://secunia.com/advisories/30911
http://secunia.com/advisories/30898

Mozilla products: Multiple vulnerabilities — Gentoo Linux Documentation

SecurityFocus

Debian -- Security Information -- DSA-1607-1 iceweasel

391178 — Crash [@ nsCSSFrameConstructor::FindFrameWithContent] with XUL trees, position:fixed
Mozilla Thunderbird Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
SUSE update for MozillaFirefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com
issues.rpath.com/browse/RPL-2646

Slackware update for seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com
430814 — Crash [@ nsStyleContext::GetStyleDisplay] while trying to print

[SECURITY] Fedora 8 Update: thunderbird-2.0.0.16-1.fc8

The Slackware Linux Project: Slackware Security Advisories

The Slackware Linux Project: Slackware Security Advisories

[SECURITY] Fedora 9 Update: thunderbird-2.0.0.16-1.fc9

[SECURITY] Fedora 8 Update: firefox-2.0.0.15-1.fc8

Debian -- Security Information -- DSA-1621-1 icedove

Debian update for icedove - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Repository / Oval Repository

[SECURITY] Fedora 8 Update: seamonkey-1.1.10-1.fc8

Webmail - OVH

USN-619-1: Firefox vulnerabilities | Ubuntu

rPath update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Slackware update for mozillla-thunderbird - Advisories - Secunia

Red Hat update for seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com
378027 — Printing crash [@ nsCellMap::GetCellinfoAt] Exception: EXC_BAD_INSTRUCTION (0x0002)
Support

CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,

completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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https://bugzilla.mozilla.org/show_bug.cgi?id=391178
http://secunia.com/advisories/30915
http://secunia.com/advisories/31076
https://issues.rpath.com/browse/RPL-2646
http://secunia.com/advisories/31023
https://bugzilla.mozilla.org/show_bug.cgi?id=430814
https://www.redhat.com/archives/fedora-package-announce/2008-August/msg00144.html
http://slackware.com/security/viewer.php?l=slackware-security&y=2008&m=slackware-security.383152
http://slackware.com/security/viewer.php?l=slackware-security&y=2008&m=slackware-security.384911
https://www.redhat.com/archives/fedora-package-announce/2008-August/msg00125.html
https://www.redhat.com/archives/fedora-package-announce/2008-July/msg00207.html
http://www.debian.org/security/2008/dsa-1621
http://secunia.com/advisories/31253
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10087
https://www.redhat.com/archives/fedora-package-announce/2008-July/msg00295.html
http://www.vupen.com/english/advisories/2008/1993/references
http://www.ubuntu.com/usn/usn-619-1
http://secunia.com/advisories/31008
http://secunia.com/advisories/31286
http://secunia.com/advisories/30878
https://bugzilla.mozilla.org/show_bug.cgi?id=378027
http://www.redhat.com/support/errata/RHSA-2008-0547.html
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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