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Mozilla Firefox before 2.0.0.15 and SeaMonkey before 1.1.10 do not properly implement JAR signing, which allows remote
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Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mozilla Firefox 2.0 All All All
Mozilla Firefox 2.0.0.1 All All All
Mozilla Firefox 2.0.0.10 All All All
Mozilla Firefox 2.0.0.11 All All All
Mozilla Firefox 2.0.0.12 All All All
Mozilla Firefox 2.0.0.13 All All All
Mozilla Firefox 2.0.0.2 All All All
Mozilla Firefox 2.0.0.3 All All All
Mozilla Firefox 2.0.04 All All All
Mozilla Firefox 2.0.0.5 All All All
Mozilla Firefox 2.0.0.6 All All All
Mozilla Firefox 2.0.0.7 All All All
Mozilla Firefox 2.0.0.8 All All All
Mozilla Firefox 2.0.0.9 All All All
Mozilla Firefox 2.0 All All All
Mozilla Firefox 2.0.0.1 All All All
Mozilla Firefox 2.0.0.10 All All All
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424426 — [FIX]Downgrading codebase principals in signed jars is not effective

Red Hat update for seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Slackware update for mozilla-firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com
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Support / Security / Advisories / / MDVSA-2008:136 | Mandriva

Support

MFSA 2008-23: Signed JAR tampering

Mozilla Firefox 2.0.0.14 Multiple Remote Vulnerabilities
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Fedora update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com
[security-announce] SUSE Security Announcement: Mozilla Firefox (SUSE-SA

The Slackware Linux Project: Slackware Security Advisories
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Debian -- Security Information -- DSA-1607-1 iceweasel

[SECURITY] Fedora 8 Update: firefox-2.0.0.15-1.fc8
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424188 — [FIX]Possible to exploit relative xul:script URIs in signed jars
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Sun Solaris Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
[SECURITY] Fedora 8 Update: seamonkey-1.1.10-1.fc8

Ubuntu update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Known Vulnerabilities in Mozilla Products

Support

Red Hat update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Repository / Oval Repository
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USN-619-1: Firefox vulnerabilities | Ubuntu

Debian -- Security Information -- DSA-1615-1 xulrunner

The Slackware Linux Project: Slackware Security Advisories

rhn.redhat.com | Red Hat Support

[SECURITY] Fedora 9 Update: seamonkey-1.1.10-1.fc9

Debian update for iceape - Secunia.com

Debian -- Security Information -- DSA-1697-1 iceape

Slackware update for seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Mozilla products: Multiple vulnerabilities — Gentoo Linux Documentation
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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