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Mozilla Firefox before 2.0.0.15 and SeaMonkey before 1.1.10 allow remote attackers to force the upload of arbitrary local fil
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
Application
Application
Application
Application
Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Mozilla Firefox 2.0 All All All
Mozilla Firefox 2.0.0.1 All All All
Mozilla Firefox 2.0.0.10 All All All
Mozilla Firefox 2.0.0.11 All All All
Mozilla Firefox 2.0.0.12 All All All
Mozilla Firefox 2.0.0.13 All All All
Mozilla Firefox 2.0.0.2 All All All
Mozilla Firefox 2.0.0.3 All All All
Mozilla Firefox 2.0.04 All All All
Mozilla Firefox 2.0.0.5 All All All
Mozilla Firefox 2.0.0.6 All All All
Mozilla Firefox 2.0.0.7 All All All
Mozilla Firefox 2.0.0.8 All All All
Mozilla Firefox 2.0.0.9 All All All
Mozilla Firefox 2.0 All All All
Mozilla Firefox 2.0.0.1 All All All
Mozilla Firefox 2.0.0.10 All All All
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Red Hat update for seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Slackware update for mozilla-firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com
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[security-announce] SUSE Security Announcement: Mozilla Firefox (SUSE-SA

The Slackware Linux Project: Slackware Security Advisories

256408

Bug 423541 — Arbitrary file upload via originalTarget and DOM Range

Debian -- Security Information -- DSA-1607-1 iceweasel

MFSA 2008-27: Arbitrary file upload via originalTarget and DOM Range

[SECURITY] Fedora 8 Update: firefox-2.0.0.15-1.fc8

Red Hat update for thunderbird - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Gentoo update for Mozilla products - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Debian update for iceweasel - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Debian update for xulrunner - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Sun Solaris Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
[SECURITY] Fedora 8 Update: seamonkey-1.1.10-1.fc8

Ubuntu update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Known Vulnerabilities in Mozilla Products

Support

Red Hat update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com
wiki.rpath.com/Advisories:rPSA-2008-0216

USN-619-1: Firefox vulnerabilities | Ubuntu

Debian -- Security Information -- DSA-1615-1 xulrunner

The Slackware Linux Project: Slackware Security Advisories

rhn.redhat.com | Red Hat Support

[SECURITY] Fedora 9 Update: seamonkey-1.1.10-1.fc9

Debian update for iceape - Secunia.com

Debian -- Security Information -- DSA-1697-1 iceape

Slackware update for seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Mozilla products: Multiple vulnerabilities — Gentoo Linux Documentation
issues.rpath.com/browse/RPL-2646

Webmail - OVH
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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