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Summary

CVE CVE-2008-2927

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-07-07 23:41:00 UTC

Updated 2023-02-13 02:19:00 UTC

Description Multiple integer overflows in the msn_slplink_process_msg functions in the MSN protocol handler in (1) libpurple/protocols/msn/slplink.c and (2) libpurple/protocols/msnp9/slplink.c in Pidgin before 2.4.3 and Adium before 1.3 allow remote attackers to execute arbitrary code via a malformed SLP message with a crafted offset value, a different vulnerability than CVE-2008-2955.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adium Adium 1.0 All All All

Application Adium Adium 1.0.1 All All All

Application Adium Adium 1.0.2 All All All

Application Adium Adium 1.0.3 All All All

Application Adium Adium 1.0.4 All All All

Application Adium Adium 1.0.5 All All All

Application Adium Adium 1.1 All All All

Application Adium Adium 1.1.1 All All All

Application Adium Adium 1.1.2 All All All

Application Adium Adium 1.1.3 All All All

Application Adium Adium 1.1.4 All All All

Application Adium Adium 1.0 All All All

Application Adium Adium 1.0.1 All All All

Application Adium Adium 1.0.2 All All All

Application Adium Adium 1.0.3 All All All

Application Adium Adium 1.0.4 All All All

Application Adium Adium 1.0.5 All All All
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Application Adium Adium 1.0.5 All All All

Application Adium Adium 1.1 All All All

Application Adium Adium 1.1.1 All All All

Application Adium Adium 1.1.2 All All All

Application Adium Adium 1.1.3 All All All

Application Adium Adium 1.1.4 All All All

Application Adium Adium All All All All

Application Pidgin Pidgin 2.0.0 All All All

Application Pidgin Pidgin 2.0.1 All All All

Application Pidgin Pidgin 2.0.2 All All All

Application Pidgin Pidgin 2.1.0 All All All

Application Pidgin Pidgin 2.1.1 All All All

Application Pidgin Pidgin 2.2.0 All All All

Application Pidgin Pidgin 2.2.1 All All All

Application Pidgin Pidgin 2.2.2 All All All

Application Pidgin Pidgin 2.3.0 All All All

Application Pidgin Pidgin 2.3.1 All All All

Application Pidgin Pidgin 2.4.0 All All All

Application Pidgin Pidgin 2.4.1 All All All

Application Pidgin Pidgin 2.0.0 All All All

Application Pidgin Pidgin 2.0.1 All All All

Application Pidgin Pidgin 2.0.2 All All All

Application Pidgin Pidgin 2.1.0 All All All

Application Pidgin Pidgin 2.1.1 All All All

Application Pidgin Pidgin 2.2.0 All All All

Application Pidgin Pidgin 2.2.1 All All All

Application Pidgin Pidgin 2.2.2 All All All

Application Pidgin Pidgin 2.3.0 All All All

Application Pidgin Pidgin 2.3.1 All All All

Application Pidgin Pidgin 2.4.0 All All All

Application Pidgin Pidgin 2.4.1 All All All

Application Pidgin Pidgin All All All All

References

Reference Source Link
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Zero Day Initiative MISC www.zerodayinitiative.com

404 Not Found CONFIRM developer.pidgin.im

USN-675-2: Gaim vulnerability | Ubuntu UBUNTU www.ubuntu.com

Pidgin MSN SLP Message Integer Overflow Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

issues.rpath.com/browse/RPL-2647 CONFIRM issues.rpath.com

oss-security - Re: Re: CVE Request (pidgin) MLIST www.openwall.com

USN-675-1: Pidgin vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

404 Not Found CONFIRM developer.pidgin.im

Repository / Oval Repository OVAL oval.cisecurity.org

Ubuntu update for pidgin - Secunia.com SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SecurityFocus BUGTRAQ www.securityfocus.com

Repository / Oval Repository OVAL oval.cisecurity.org

Ubuntu update for gaim - Secunia.com SECUNIA secunia.com

rPath update for gaim - Secunia.com SECUNIA secunia.com

Debian -- Security Information -- DSA-1610-1 gaim DEBIAN www.debian.org

Red Hat Customer Portal MISC access.redhat.com

Debian update for gaim - Advisories - Secunia SECUNIA secunia.com

oss-security - Re: Re: CVE Request (pidgin) MLIST www.openwall.com

SecurityFocus BUGTRAQ www.securityfocus.com

access.redhat.com | CVE-2008-2927 MISC access.redhat.com

Support / Security / Advisories / / MDVSA-2008:143 | Mandriva MANDRIVA www.mandriva.com

Support / Security / Advisories / / MDVSA-2009:127 | Mandriva MANDRIVA www.mandriva.com

Pidgin Integer Overflow in msn_slplink_process_msg() Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK www.securitytracker.com

Pidgin 'msn_slplink_process_msg()' Multiple Integer Overflow Vulnerabilities BID www.securityfocus.com

Support REDHAT www.redhat.com

Pidgin Security Advisories CONFIRM www.pidgin.im

Bug 453764 – CVE-2008-2927 pidgin MSN integer overflow CONFIRM bugzilla.redhat.com

SecurityFocus BUGTRAQ www.securityfocus.com

wiki.rpath.com/wiki/Advisories:rPSA-2008-0246 CONFIRM wiki.rpath.com

Adium MSN SLP Message Integer Overflow Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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