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Summary

CVE CVE-2008-2930

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-08-29 18:41:00 UTC

Updated 2017-09-29 01:31:00 UTC

Description Red Hat Directory Server 7.1 before SP7, Red Hat Directory Server 8, and Fedora Directory Server 1.1.1 allow remote attackers to cause a denial of service (CPU consumption and search outage) via crafted LDAP search requests with patterns, related to a single-threaded regular-expression subsystem.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fedora Directory Server 1.1.1 All All All

Application Fedora Directory Server 1.1.1 All All All

Application Redhat Directory Server 7.1 sp1 All All

Application Redhat Directory Server 7.1 sp2 All All

Application Redhat Directory Server 7.1 sp3 All All

Application Redhat Directory Server 7.1 sp4 All All

Application Redhat Directory Server 7.1 sp5 All All

Application Redhat Directory Server 7.1 sp6 All All

Application Redhat Directory Server 8.0 All All All

Application Redhat Directory Server 7.1 sp1 All All

Application Redhat Directory Server 7.1 sp2 All All

Application Redhat Directory Server 7.1 sp3 All All

Application Redhat Directory Server 7.1 sp4 All All

Application Redhat Directory Server 7.1 sp5 All All

Application Redhat Directory Server 7.1 sp6 All All

Application Redhat Directory Server 8.0 All All All
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References

Reference Source

Red Hat Directory Server Denial of Service Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

IBM X-Force Exchange XF

SecurityTracker.com Archives - Red Hat Directory Server Search Request Processing Bug Lets Remote Users Deny Service SECTRACK

Support REDHAT

Red Hat Directory Server Crafted Search Pattern Denial of Service Vulnerability BID

Fedora update for fedora-ds-base - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Red Hat Directory Server Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Bug 454065 – CVE-2008-2930 Directory Server: temporary DoS via crafted pattern searches CONFIRM

SSRT080113 HP

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Support REDHAT

Release Notes CONFIRM

Red Hat Customer Portal REDHAT

Repository / Oval Repository OVAL

[SECURITY] Fedora 9 Update: fedora-ds-base-1.1.2-1.fc9 FEDORA

[SECURITY] Fedora 8 Update: fedora-ds-base-1.1.2-1.fc8 FEDORA

HP-UX update for Netscape / Red Hat Directory Server - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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