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Summary

CVE CVE-2008-2934

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-07-18 16:41:00 UTC

Updated 2017-08-08 01:31:00 UTC

Description Mozilla Firefox 3 before 3.0.1 on Mac OS X allows remote attackers to cause a denial of service (application crash) or possibly execute arbitrary code via a crafted GIF file that triggers a free of an uninitialized pointer.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X All All All All

Operating System Apple Mac Os X All All All All

Application Mozilla Firefox 3.0 All All All

Application Mozilla Firefox 3.0 All All All

References

Reference Source

441360 – (CVE-2008-2934) Crash [@ CoreFoundation@0x745a4 ] opening GIF file CONFIRM

MFSA 2008-36: Crash with malformed GIF file on Mac OS X CONFIRM

Ubuntu update for firefox and xulrunner - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

IBM X-Force Exchange XF

USN-626-1: Firefox and xulrunner vulnerabilities | Ubuntu UBUNTU

256408 SUNALERT

SecurityTracker.com Archives - Mozilla Firefox GIF File Processing Bug on Mac OS X May Let Remote Users Execute Arbitrary Code SECTRACK

Sun Solaris Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

Mozilla Firefox 3 on Mac OS X GIF File Handling Code Execution - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
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Webmail - OVH VUPEN

Mozilla Firefox Mac OS X GIF Rendering Memory Corruption Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-07-21 Tomas Hoger Not vulnerable. This issue did not affect the versions of firefox as shipped with Red Hat Enterprise Linux 4, or 5.

There are currently no legacy QID mappings associated with this CVE.
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