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Summary

CVE CVE-2008-2936

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-08-18 19:41:00 UTC

Updated 2023-11-07 02:02:00 UTC

Description Postfix before 2.3.15, 2.4 before 2.4.8, 2.5 before 2.5.4, and 2.6 before 2.6-20080814, when the operating system supports hard links to symlinks, allows local users to append e-mail messages to a file to which a root-owned symlink points, by creating a hard link to this symlink and then sending a message. NOTE: this can be leveraged to gain privileges if there is a symlink to an init script.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Postfix Postfix 2.3.0 All All All

Application Postfix Postfix 2.3.1 All All All

Application Postfix Postfix 2.3.10 All All All

Application Postfix Postfix 2.3.11 All All All

Application Postfix Postfix 2.3.12 All All All

Application Postfix Postfix 2.3.13 All All All

Application Postfix Postfix 2.3.14 All All All

Application Postfix Postfix 2.3.2 All All All

Application Postfix Postfix 2.3.3 All All All

Application Postfix Postfix 2.3.4 All All All

Application Postfix Postfix 2.3.5 All All All

Application Postfix Postfix 2.3.6 All All All

Application Postfix Postfix 2.3.7 All All All

Application Postfix Postfix 2.3.8 All All All

Application Postfix Postfix 2.3.9 All All All

Application Postfix Postfix 2.4.0 All All All

Application Postfix Postfix 2.4.1 All All All
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Application Postfix Postfix 2.4.1 All All All

Application Postfix Postfix 2.4.2 All All All

Application Postfix Postfix 2.4.3 All All All

Application Postfix Postfix 2.4.4 All All All

Application Postfix Postfix 2.4.5 All All All

Application Postfix Postfix 2.4.6 All All All

Application Postfix Postfix 2.4.7 All All All

Application Postfix Postfix 2.5.0 All All All

Application Postfix Postfix 2.5.1 All All All

Application Postfix Postfix 2.5.2 All All All

Application Postfix Postfix 2.5.3 All All All

Application Postfix Postfix 2.6.0 All All All

Application Postfix Postfix 2.3.0 All All All

Application Postfix Postfix 2.3.1 All All All

Application Postfix Postfix 2.3.10 All All All

Application Postfix Postfix 2.3.11 All All All

Application Postfix Postfix 2.3.12 All All All

Application Postfix Postfix 2.3.13 All All All

Application Postfix Postfix 2.3.14 All All All

Application Postfix Postfix 2.3.2 All All All

Application Postfix Postfix 2.3.3 All All All

Application Postfix Postfix 2.3.4 All All All

Application Postfix Postfix 2.3.5 All All All

Application Postfix Postfix 2.3.6 All All All

Application Postfix Postfix 2.3.7 All All All

Application Postfix Postfix 2.3.8 All All All

Application Postfix Postfix 2.3.9 All All All

Application Postfix Postfix 2.4.0 All All All

Application Postfix Postfix 2.4.1 All All All

Application Postfix Postfix 2.4.2 All All All

Application Postfix Postfix 2.4.3 All All All

Application Postfix Postfix 2.4.4 All All All

Application Postfix Postfix 2.4.5 All All All

Application Postfix Postfix 2.4.6 All All All

Application Postfix Postfix 2.4.7 All All All

Application Postfix Postfix 2.5.0 All All All
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Application Postfix Postfix 2.5.1 All All All

Application Postfix Postfix 2.5.2 All All All

Application Postfix Postfix 2.5.3 All All All

Application Postfix Postfix 2.6.0 All All All
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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