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CVE CVE-2008-2937
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-08-18 19:41:00 UTC
Updated 2018-10-11 20:45:00 UTC
Description Postfix 2.5 before 2.5.4 and 2.6 before 2.6-20080814 delivers to a mailbox file even when this file is not owned by the recip
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Postfix Postfix 2.5.0 All All All

Application Postfix Postfix 2.5.1 All All All

Application Postfix Postfix 252 All All All

Application Postfix Postfix 253 All All All

Application Postfix Postfix 2.6.0 All All All

Application Postfix Postfix 25.0 All All All

Application Postfix Postfix 2.5.1 All All All

Application Postfix Postfix 252 All All All

Application Postfix Postfix 253 All All All

Application Postfix Postfix 2.6.0 All All All

Reference Source
ftp.porcupine.org/mirrors/postfix-release/official/postfix-2.5.4.HISTORY CONFI
[SECURITY] Fedora 9 Update: postfix-2.5.5-1.fc9 FEDOF
[#RPL-2689] postfix privilege escalation CVE-2008-2936 CVE-2008-2937 - rPath Issue Tracking System CONFI
Support REDH/



https://cve.report/
https://cve.report/CVE-2008-2937/mitre
https://cve.report/CVE-2008-2937/nist
https://cve.report/CVE-2008-2937/cve_org
https://cve.report/CVE-2008-2937.pdf
http://cve.report/vendor/postfix
http://cve.report/software/postfix/postfix
http://cve.report/vendor/postfix
http://cve.report/software/postfix/postfix
http://cve.report/vendor/postfix
http://cve.report/software/postfix/postfix
http://cve.report/vendor/postfix
http://cve.report/software/postfix/postfix
http://cve.report/vendor/postfix
http://cve.report/software/postfix/postfix
http://cve.report/vendor/postfix
http://cve.report/software/postfix/postfix
http://cve.report/vendor/postfix
http://cve.report/software/postfix/postfix
http://cve.report/vendor/postfix
http://cve.report/software/postfix/postfix
http://cve.report/vendor/postfix
http://cve.report/software/postfix/postfix
http://cve.report/vendor/postfix
http://cve.report/software/postfix/postfix
ftp://ftp.porcupine.org/mirrors/postfix-release/official/postfix-2.5.4.HISTORY
https://www.redhat.com/archives/fedora-package-announce/2008-October/msg00287.html
https://issues.rpath.com/browse/RPL-2689
http://www.redhat.com/support/errata/RHSA-2011-0422.html

Support / Security / Advisories / / MDVSA-2009:224 | Mandriva MANDF

Fedora update for postfix - Secunia.com SECUM
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
Gentoo update for postfix - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUN
SUSE update for postfix - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNM
[SECURITY] Fedora 8 Update: postfix-2.5.5-1.fc8 FEDOF
Advisories:rPSA-2008-0259 - rPath Wiki CONFI
[security-announce] SUSE Security Announcement: postfix (SUSE-SA:2008:04 SUSE

Postfix Symlink Handling and Destination Ownership Security Issues - Secunia Advisories - Vulnerability Intelligence - Secunia.com  SECUMN

Postfix: Local privilege escalation vulnerability — Gentoo Linux Documentation GENTC
IBM X-Force Exchange XF
Postfix Local Information Disclosure and Local Privilege Escalation Vulnerabilities BID
SecurityFocus BUGTF
Juniper Networks - 2015-10 Security Bulletin: CTPView: Multiple Vulnerabilities in CTPView CONFI
ftp.porcupine.org/mirrors/postfix-release/experimental/postfix-2.6-20080814.HIS... CONFI
CVE Program record CVE.O
NVD vulnerability detail NVD
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-08-19 Joshua Bressers Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.
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There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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http://security.gentoo.org/glsa/glsa-200808-12.xml
https://exchange.xforce.ibmcloud.com/vulnerabilities/44461
http://www.securityfocus.com/bid/30691
http://www.securityfocus.com/archive/1/495632/100/0/threaded
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10705
ftp://ftp.porcupine.org/mirrors/postfix-release/experimental/postfix-2.6-20080814.HISTORY
https://www.cve.org/CVERecord?id=CVE-2008-2937
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