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Summary

CVE CVE-2008-2939

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-08-06 18:41:00 UTC

Updated 2024-01-19 15:13:00 UTC

Description Cross-site scripting (XSS) vulnerability in proxy_ftp.c in the mod_proxy_ftp module in Apache 2.0.63 and earlier, and mod_proxy_ftp.c in the mod_proxy_ftp module in Apache 2.2.9 and earlier 2.2 versions, allows remote attackers to inject arbitrary web script or HTML via a wildcard in the last directory component in the pathname in an FTP URI.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server - All All All

Application Apache Http Server 2.2.0 All All All

Application Apache Http Server 2.2.1 All All All

Application Apache Http Server 2.2.2 All All All

Application Apache Http Server 2.2.3 All All All

Application Apache Http Server 2.2.4 All All All

Application Apache Http Server 2.2.6 All All All

Application Apache Http Server 2.2.8 All All All

Application Apache Http Server 2.2.9 All All All

Application Apache Http Server - All All All

Application Apache Http Server 2.2.0 All All All

Application Apache Http Server 2.2.1 All All All

Application Apache Http Server 2.2.2 All All All

Application Apache Http Server 2.2.3 All All All

Application Apache Http Server 2.2.4 All All All

Application Apache Http Server 2.2.6 All All All

Application Apache Http Server 2.2.8 All All All
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Application Apache Http Server 2.2.8 All All All

Application Apache Http Server 2.2.9 All All All

Application Apache Http Server All All All All

Application Apache Http Server All All All All

Operating System Apple Mac Os X All All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 7.10 All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 7.10 All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Opensuse Opensuse 10.2 All All All

Operating System Opensuse Opensuse 10.3 All All All

Operating System Opensuse Opensuse 11.0 All All All

Operating System Opensuse Opensuse 10.2 All All All

Operating System Opensuse Opensuse 10.3 All All All

Operating System Opensuse Opensuse 11.0 All All All
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-11-12 Mark J Cox These issue was addressed in all affected httpd versions as shipped in Red Hat Enterprise Linux 3, 4, and 5 were fixed via: https://rhn.redhat.com/errata/RHSA-2008-0967.html This issue is tracked via the following bug: https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=CVE-2008-2939 The Red Hat Security Response Team has rated this issue as having low security impact, future updates may address this flaw in other affected products (such as Red Hat Application Stack).

There are currently no legacy QID mappings associated with this CVE.
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