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Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNAGMAUNCPIPIAP Certain versions of le from Microsoft contain the following vulnerability:

Cross-domain vulnerability in Microsoft Internet Explorer 6 and 7
allows remote attackers to change the location property of a frame via

observe domain-independent events, as demonstrated by observing
onkeydown events with caballero-listener. NOTE: according to
Microsoft, this is a duplicate of CVE-2008-2947, possibly a different

attack vector.

CVE-2008-2949 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: _
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Vector Complexity

NETWORK [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References
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Zero-day flaw haunts Internet Explorer | Zero Day | (%) MISC blogs.zdnet.com/security/?p=1348
ZDNet.com

US-CERT Vulnerability Note VU#516627 # CERT-VN VU#516627

Microsoft BlueHat Security Briefings: Spring 2008 BS MISC technet.microsoft.com/en-
Sessions and Interviews us/security/cc405107.aspx#EHD

Webmail : Solution de messagerie professionnelle - () VUPEN ADV-2008-1941
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http://technet.microsoft.com/en-us/security/cc405107.aspx#EHD
http://www.vupen.com/english/advisories/2008/1941/references

sirdarckcat: Browser's Ghost Busters @ MISC
sirdarckcat.blogspot.com/2008/05/browsers-ghost-
busters.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft le 6 All All All
Application Microsoft le 7 All All All
Application Microsoft le 6 All All All
Application Microsoft le 7 All All All
Application Microsoft Internet Explorer 6 All All All
Application Microsoft Internet Explorer 7 All All All

cpe:2.3:a:microsoftiie:6:***:***:*:

cpe:2.3:a:microsoftiie:7: "

cpe:2.3:a:microsoftiie:6:*: " "

cpe:2.3:a:microsoftiie:7: "

cpe:2.3:a:microsoft:internet_explorer:6:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:7:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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