CVE-2008-2950

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2008-2950
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2008-07-07 23:41:00 UTC
Updated 2018-10-11 20:45:00 UTC
Description The Page destructor in Page.cc in libpoppler in Poppler 0.8.4 and earlier deletes a pageWidgets object even if it is not initia
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Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Poppler Poppler All All All

Language

All

References

Reference

Support / Security / Advisories / / MDVSA-2008:146 | Mandriva

Webmail - OVH

oCERT.org - oCERT Advisories

Poppler <= 0.8.4 libpoppler uninitialized pointer Code Execution PoC

SecurityFocus

USN-631-1: poppler vulnerability | Ubuntu

[SECURITY] Fedora 8 Update: poppler-0.6.2-2.fc8

Poppler PDF Rendering Library Page Class Remote Code Execution Vulnerability
Ubuntu update for poppler - Secunia Advisories - Vulnerability Intelligence - Secunia.com
IBM X-Force Exchange

Poppler "pageWidgets" Uninitialized Memory Access - Secunia Advisories - Vulnerability Intelligence - Secunia.com
wiki.rpath.com/Advisories:rPSA-2008-0223

Poppler Memory Allocation Bug in 'Page.cc' Lets Remote Users Execute Arbitrary Code - SecurityTracker

Source

MANDRIVA

VUPEN

MISC

EXPLOIT-DB

BUGTRAQ

UBUNTU

FEDORA

BID

SECUNIA

XF

SECUNIA

CONFIRM

SECTRACK

Link

WWW.m
WWW.VL
WWW. Ol
WwWw.e;
WWW. St
www.ul
WWW.re
WWW. St
secunit
exchan
secunit
wiki.rpe

WWW.S¢


https://cve.report/
https://cve.report/CVE-2008-2950/mitre
https://cve.report/CVE-2008-2950/nist
https://cve.report/CVE-2008-2950/cve_org
https://cve.report/api/cve/CVE-2008-2950.json
https://cve.report/CVE-2008-2950.pdf
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://www.mandriva.com/security/advisories?name=MDVSA-2008:146
http://www.vupen.com/english/advisories/2008/2024/references
http://www.ocert.org/advisories/ocert-2008-007.html
https://www.exploit-db.com/exploits/6032
http://www.securityfocus.com/archive/1/494142/100/0/threaded
http://www.ubuntu.com/usn/usn-631-1
https://www.redhat.com/archives/fedora-package-announce/2008-August/msg00161.html
http://www.securityfocus.com/bid/30107
http://secunia.com/advisories/31267
https://exchange.xforce.ibmcloud.com/vulnerabilities/43619
http://secunia.com/advisories/30963
http://wiki.rpath.com/Advisories:rPSA-2008-0223
http://www.securitytracker.com/id?1020435

[security-announce] SUSE Security Summary Report SUSE-SR:2008:015 SUSE lists.op

SecurityFocus BUGTRAQ WWW.S¢
SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunie
libpoppler uninitialized pointer - SecurityReason.com SREASON security
Poppler: User-assisted execution of arbitrary code — Gentoo Linux Documentation GENTOO security
Fedora update for poppler - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunit
Gentoo update for poppler - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunie
CVE Program record CVE.ORG WWW.C\
NVD vulnerability detail NVD nvd.nis
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-07-08 Mark J Cox  Not vulnerable. This issue did not affect the versions of poppler as shipped with Red Hat Enterpi

1|

/ |

There are currently no legacy QID mappings associated with this CVE.
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http://lists.opensuse.org/opensuse-security-announce/2008-07/msg00006.html
http://www.securityfocus.com/archive/1/493980/100/0/threaded
http://secunia.com/advisories/31167
http://securityreason.com/securityalert/3977
http://security.gentoo.org/glsa/glsa-200807-04.xml
http://secunia.com/advisories/31405
http://secunia.com/advisories/31002
https://www.cve.org/CVERecord?id=CVE-2008-2950
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