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CVE CVE-2008-2957
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-07-01 22:41:00 UTC
Updated 2017-09-29 01:31:00 UTC
Description

/ |

Risk And Classification

The UPnP functionality in Pidgin 2.0.0, and possibly other versions, allows remote attackers to trigger the download of arbit

1|

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Application Pidgin Pidgin 2.0.0
Application Pidgin Pidgin 2.0.0

Update
All

All

Edition Language
All All
All All

References

Reference

Security Advisory SA33102 - Red Hat update for pidgin - Secunia
ASA-2008-493 (RHSA-2008-1023)

USN-675-1: Pidgin vulnerabilities | Ubuntu

tidbit - CRISP

Ubuntu update for pidgin - Secunia.com

oss-security - CVE Request (pidgin)

Support / Security / Advisories / / MDVSA-2009:025 | Mandriva
Pidgin UPnP and Jabber Protocols Multiple Denial of Service Vulnerabilities
Repository / Oval Repository

Support

Repository / Oval Repository

CVE Program record

Source

SECUNIA

CONFIRM

UBUNTU

MISC

SECUNIA

MLIST

MANDRIVA

BID

OVAL

REDHAT

OVAL

CVE.ORG

Link Tags
secunia.com
support.avaya.com
www.ubuntu.com
crisp.cs.du.edu
secunia.com
www.openwall.com
www.mandriva.com
www.securityfocus.com
oval.cisecurity.org
www.redhat.com
oval.cisecurity.org

Www.cve.org canonical


https://cve.report/
https://cve.report/CVE-2008-2957/mitre
https://cve.report/CVE-2008-2957/nist
https://cve.report/CVE-2008-2957/cve_org
https://cve.report/api/cve/CVE-2008-2957.json
https://cve.report/CVE-2008-2957.pdf
http://cve.report/vendor/pidgin
http://cve.report/software/pidgin/pidgin
http://cve.report/vendor/pidgin
http://cve.report/software/pidgin/pidgin
http://secunia.com/advisories/33102
http://support.avaya.com/elmodocs2/security/ASA-2008-493.htm
http://www.ubuntu.com/usn/USN-675-1
http://crisp.cs.du.edu/?q=ca2007-1
http://secunia.com/advisories/32859
http://www.openwall.com/lists/oss-security/2008/06/27/3
http://www.mandriva.com/security/advisories?name=MDVSA-2009:025
http://www.securityfocus.com/bid/29985
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9076
http://www.redhat.com/support/errata/RHSA-2008-1023.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A17599
https://www.cve.org/CVERecord?id=CVE-2008-2957

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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