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Summary

CVE CVE-2008-3066

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-07-28 17:41:00 UTC

Updated 2018-10-30 16:25:00 UTC

Description Stack-based buffer overflow in a certain ActiveX control in rjbdll.dll in RealNetworks RealPlayer Enterprise, RealPlayer 10, and RealPlayer 10.5 before build 6.0.12.1675 allows remote attackers to execute arbitrary code by importing a file into a media library and then deleting this file.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Realnetworks Realplayer 10.0 All All All

Application Realnetworks Realplayer 10.5 All All All

Application Realnetworks Realplayer 10.0 All All All

Application Realnetworks Realplayer 10.5 All All All

References

Reference Source

RealNetworks RealPlayer 'rmoc3260.dll' ActiveX Control Multiple Memory Corruption Vulnerabilities BID

IBM X-Force Exchange XF

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

SecurityFocus BUGTRAQ

RealPlayer ActiveX Control Buffer Overflow in Import Method May Let Remote Users Execute Abitrary Code - SecurityTracker SECTRACK

RealPlayer 'rjbdll.dll' ActiveX Control 'Import' Method Stack Buffer Overflow Vulnerability BID

Zero Day Initiative MISC

US-CERT Vulnerability Note VU#461187 CERT-VN

RealPlayer and StarSearch by Real Official Homepage — Real.com CONFIRM
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https://cve.report/
https://cve.report/CVE-2008-3066/mitre
https://cve.report/CVE-2008-3066/nist
https://cve.report/CVE-2008-3066/cve_org
https://cve.report/api/cve/CVE-2008-3066.json
https://cve.report/CVE-2008-3066.pdf
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer
http://www.securityfocus.com/bid/30376
https://exchange.xforce.ibmcloud.com/vulnerabilities/44013
http://www.vupen.com/english/advisories/2008/2194/references
http://www.securityfocus.com/archive/1/494778/100/0/threaded
http://securitytracker.com/id?1020565
http://www.securityfocus.com/bid/30379
http://www.zerodayinitiative.com/advisories/ZDI-08-046/
http://www.kb.cert.org/vuls/id/461187
http://service.real.com/realplayer/security/07252008_player/en/
https://www.cve.org/CVERecord?id=CVE-2008-3066


NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-07-31 Joshua Bressers According to RealNetworks this issue does not affect the Linux version of RealPlayer.

There are currently no legacy QID mappings associated with this CVE.
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