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Summary

CVE CVE-2008-3075

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-02-21 22:30:00 UTC

Updated 2017-09-29 01:31:00 UTC

Description The shellescape function in Vim 7.0 through 7.2, including 7.2a.10, allows user-assisted attackers to execute arbitrary code via the "!" (exclamation point) shell metacharacter in (1) the filename of a ZIP archive and possibly (2) the filename of the first file in a ZIP archive, which is not properly handled by zip.vim in the VIM ZIP plugin (zipPlugin.vim) v.11 through v.21, as demonstrated by the zipplugin and zipplugin.v2 test cases. 

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Vim Vim 7.0 All All All

Application Vim Vim 7.1 All All All

Application Vim Vim 7.1.266 All All All

Application Vim Vim 7.1.314 All All All

Application Vim Vim 7.2 All All All

Application Vim Vim 7.2a.10 All All All

Application Vim Vim 7.0 All All All

Application Vim Vim 7.1 All All All

Application Vim Vim 7.1.266 All All All

Application Vim Vim 7.1.314 All All All

Application Vim Vim 7.2 All All All

Application Vim Vim 7.2a.10 All All All

Application Vim Zipplugin.vim v.11 All All All

Application Vim Zipplugin.vim v.12 All All All

Application Vim Zipplugin.vim v.13 All All All

Application Vim Zipplugin.vim v.14 All All All

Application Vim Zipplugin.vim v.15 All All All
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Application Vim Zipplugin.vim v.15 All All All

Application Vim Zipplugin.vim v.16 All All All

Application Vim Zipplugin.vim v.17 All All All

Application Vim Zipplugin.vim v.18 All All All

Application Vim Zipplugin.vim v.19 All All All

Application Vim Zipplugin.vim v.20 All All All

Application Vim Zipplugin.vim v.21 All All All

Application Vim Zipplugin.vim v.11 All All All

Application Vim Zipplugin.vim v.12 All All All

Application Vim Zipplugin.vim v.13 All All All

Application Vim Zipplugin.vim v.14 All All All

Application Vim Zipplugin.vim v.15 All All All

Application Vim Zipplugin.vim v.16 All All All

Application Vim Zipplugin.vim v.17 All All All

Application Vim Zipplugin.vim v.18 All All All

Application Vim Zipplugin.vim v.19 All All All

Application Vim Zipplugin.vim v.20 All All All

Application Vim Zipplugin.vim v.21 All All All
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oss-security - Re: More arbitrary code executions in Netrw version 125, Vim 7.2a.10 MLIST www.openwall.com

oss-security - CVE request (vim) MLIST www.openwall.com

#506919 - vim: multiple vulnerabilities (CVE-2008-3074, CVE-2008-3075, and CVE-2008-3076) - Debian Bug report logs CONFIRM bugs.debian.org

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:007 SUSE lists.opensuse.org

Support / Security / Advisories / / MDVSA-2008:236 | Mandriva MANDRIVA www.mandriva.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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