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Multiple buffer overflows in Python 2.5.2 and earlier on 32bit platforms allow context-dependent attackers to cause a denial
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Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 6.06 All All All
Canonical Ubuntu Linux 7.04 All All All
Canonical Ubuntu Linux 7.10 All All All
Canonical Ubuntu Linux 8.04 All All All
Debian Debian Linux 4.0 All All All
Python Python All All All All
Python Software Foundation Python 15.2 All All All
Python Software Foundation Python 1.6 All All All
Python Software Foundation Python 1.6.1 All All All
Python Software Foundation Python 2.0 All All All
Python Software Foundation Python 2.0.1 All All All
Python Software Foundation Python 2.1 All All All
Python Software Foundation Python 211 All All All
Python Software Foundation Python 21.2 All All All
Python Software Foundation Python 2.1.3 All All All
Python Software Foundation Python 2.2 All All All

Python Software Foundation Python 2.2.1 All All All
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Application Python Software Foundation Python 2.3.4 All All All
Application Python Software Foundation Python 2.3.5 All All All
Application Python Software Foundation Python 2.3.6 All All All
Application Python Software Foundation Python 2.3.7 All All All
Application Python Software Foundation Python 24 All All All
Application Python Software Foundation Python 2.4.1 All All All
Application Python Software Foundation Python 242 All All All
Application Python Software Foundation Python 2.4.3 All All All
Application Python Software Foundation Python 244 All All All
Application Python Software Foundation Python 245 All All All
Application Python Software Foundation Python 25 All All All
Application Python Software Foundation Python 2.5.1 All All All
Application Python Software Foundation Python All All All All
Reference Source
The Slackware Linux Project: Slackware Security Advisories SLACKWARE
rPath update for idle and python - Advisories - Community SECUNIA
wiki.rpath.com/Advisories:rPSA-2008-0243 CONFIRM
Gentoo Bug 232137 - dev-lang/python Multiple vulnerabilities (CVE-2008-{3142,3143,3144}) CONFIRM
APPLE-SA-2009-02-12 Security Update 2009-001 APPLE
Ubuntu update for python - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA
SUSE update for python - Advisories - Secunia SECUNIA
Gentoo Linux Documentation -- Python: Multiple vulnerabilities GENTOO
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Debian -- Security Information -- DSA-1667-1 python2.4 DEBIAN
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
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SecurityFocus BUGTRAQ
Support | Micro Focus CONFIRM
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CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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