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Summary

CVE CVE-2008-3147

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-07-11 19:41:00 UTC

Updated 2018-10-11 20:47:00 UTC

Description WeFi 3.2.1.4.1, when diagnostic mode is enabled, stores (1) WEP, (2) WPA, and (3) WPA2 access-point keys in (a) ClientWeFiLog.dat, (b) ClientWeFiLog.bak, and possibly (c) a certain .inf file under %PROGRAMFILES%\WeFi\Users\, and uses cleartext for the ClientWeFiLog files, which allows local users to obtain sensitive information by reading these files.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wefi Wefi 3.2.1.4.1 All All All

Application Wefi Wefi 3.2.1.4.1 All All All

References

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

WeFi Diagnostic Mode Information Disclosure Weakness - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

SecurityFocus BUGTRAQ www.securityfocus.com

WeFi Log Files Local Information Disclosure Vulnerability BID www.securityfocus.com

CXSecurity - IDS SREASON securityreason.com

SecurityFocus BUGTRAQ www.securityfocus.com

51543 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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http://secunia.com/advisories/30966
http://www.securityfocus.com/archive/1/494026/100/0/threaded
http://www.securityfocus.com/bid/30088
http://securityreason.com/securityalert/3987
http://www.securityfocus.com/archive/1/493946/100/0/threaded
http://osvdb.org/51543
https://www.cve.org/CVERecord?id=CVE-2008-3147
https://nvd.nist.gov/vuln/detail/CVE-2008-3147


There are currently no legacy QID mappings associated with this CVE.
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