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Summary

CVE CVE-2008-3157

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-07-11 22:41:00 UTC

Updated 2017-08-08 01:31:00 UTC

Description Nortel SIP Multimedia PC Client 4.x MCS5100 and MCS5200 does not limit the number of concurrent sessions, which allows attackers to cause a denial of service (resource consumption) via a large number of sessions.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nortel Sip Multimedia Pc Client 4.0 All mcs5100 All

Application Nortel Sip Multimedia Pc Client 4.0 All mcs5200 All

Application Nortel Sip Multimedia Pc Client 4.0 All mcs5100 All

Application Nortel Sip Multimedia Pc Client 4.0 All mcs5200 All

References

Reference Source

Nortel: Technical Support: Nortel Response to VSRNT-2008-007 - Nortel SIP Multimedia PC Client Unlimited Session Denial of Service CONFIRM

IBM X-Force Exchange XF

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

SIP Multimedia PC Client Unlimited Session DoS | Research | VoIPshield Systems Inc. MISC

Nortel SIP Multimedia PC Client Session Handling Denial of Service - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

SecurityTracker.com Archives - Nortel SIP Multimedia PC Client Lets Remote Users Deny Service SECTRACK

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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