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CVE Program / NVD first with legacy fallback
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Multiple heap-based buffer overflows in Empire Server before 4.3.15 allow remote attackers to cause a denial of service or

Risk And Classification

1|

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Empire Server Empire Server 4.2.10 All All All
Empire Server Empire Server 4.2.11 All All All
Empire Server Empire Server 4212 All All All
Empire Server Empire Server 4213 All All All
Empire Server Empire Server 4.2.14 All All All
Empire Server Empire Server 4215 All All All
Empire Server Empire Server 4.2.16 All All All
Empire Server Empire Server 4.2.17 All All All
Empire Server Empire Server 4.2.18 All All All
Empire Server Empire Server 4.2.19 All All All
Empire Server Empire Server 4.2.20 All All All
Empire Server Empire Server 4.2.21 All All All
Empire Server Empire Server 4.2.22 All All All
Empire Server Empire Server 4.2.23 All All All
Empire Server Empire Server 4.3.0 All All All
Empire Server Empire Server 4.3.10 All All All
Empire Server Empire Server 4.2.10 All All All
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Application Empire Server Empire Server 4.2.11 All All All
Application Empire Server Empire Server 4212 All All All
Application Empire Server Empire Server 4.213 All All All
Application Empire Server Empire Server 4.2.14 All All All
Application Empire Server Empire Server 4.2.15 All All All
Application Empire Server Empire Server 4.2.16 All All All
Application Empire Server Empire Server 4217 All All All
Application Empire Server Empire Server 4.2.18 All All All
Application Empire Server Empire Server 4.2.19 All All All
Application Empire Server Empire Server 4.2.20 All All All
Application Empire Server Empire Server 4.2.21 All All All
Application Empire Server Empire Server 4.2.22 All All All
Application Empire Server Empire Server 4.2.23 All All All
Application Empire Server Empire Server 4.3.0 All All All
Application Empire Server Empire Server 4.3.10 All All All
Application Empire Server Empire Server All All All All
Reference Source Link
Empire Server Prior to 4.3.15 Multiple Unspecified Vulnerabilities BID www.securityfocus.com

Empire Server Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA  secunia.com
IBM X-Force Exchange XF exchange.xforce.ibmclouc
Empire Server | freshmeat.net CONFIRM freshmeat.net
SourceForge.net: Empire Server: Files CONFIRM  sourceforge.net
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD

nvd.nist.gov

4] i

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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