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CVE CVE-2008-3170
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-07-14 23:41:00 UTC
Updated 2017-08-08 01:31:00 UTC
Description Apple Safari allows web sites to set cookies for country-specific top-level domains, such as co.uk and com.au, which could
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apple Safari All All All All
Application Apple Safari All All All All
Reference

Apple Safari Cross-Domain Cookie Injection Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com

IBM X-Force Exchange

Security Tracker.com Archives - Safari Bug in Setting Cookies in Certain Domains May Let Remote Users Conduct Session Fixation Attacks
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Web Security Research» Alex's Corner: Some Random Safari Notes

Apple Safari Domain Extensions Insecure Cookie Access Vulnerability

APPLE-SA-2008-12-15 Security Update 2008-008 / Mac OS X v10.5.6

US-CERT Technical Cyber Security Alert TA08-350A -- Apple Updates for Multiple Vulnerabilities

About the security content of Security Update 2008-008 / Mac OS X v10.5.6

CVE Program record

NVD vulnerability detail
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https://cve.report/
https://cve.report/CVE-2008-3170/mitre
https://cve.report/CVE-2008-3170/nist
https://cve.report/CVE-2008-3170/cve_org
https://cve.report/api/cve/CVE-2008-3170.json
https://cve.report/CVE-2008-3170.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/safari
http://cve.report/vendor/apple
http://cve.report/software/apple/safari
http://secunia.com/advisories/31128
https://exchange.xforce.ibmcloud.com/vulnerabilities/43839
http://www.securitytracker.com/id?1020539
http://www.vupen.com/english/advisories/2008/3444
http://kuza55.blogspot.com/2008/07/some-random-safari-notes.html
http://www.securityfocus.com/bid/30192
http://lists.apple.com/archives/security-announce//2008//Dec/msg00000.html
http://www.us-cert.gov/cas/techalerts/TA08-350A.html
http://support.apple.com/kb/HT3338
https://www.cve.org/CVERecord?id=CVE-2008-3170
https://nvd.nist.gov/vuln/detail/CVE-2008-3170

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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