=

CVE-2008-3188

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2008-3188
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-07-22 16:41:00 UTC
Updated 2021-03-30 14:07:00 UTC
Description libxcrypt in SUSE openSUSE 11.0 uses the DES algorithm when the configuration specifies the MD5 algorithm, which mak
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Risk And Classification

Problem Types: CWE-326

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Opensuse Libxcrypt All All All All

Application Opensuse Libxcrypt All All All All

Operating System Opensuse Opensuse 11.0 All All All

Operating System Opensuse Opensuse 11.0 All All All

Operating System Opensuse Opensuse 11.0 All All All

Reference Source
[security-announce] SUSE Security Announcement: libxcrypt (SUSE-SA:2008: SUSE

openSUSE libxcrypt MD5 Password Hash Configuration Weakness - Secunia Advisories - Vulnerability Intelligence - Secunia.com  SECUNIL.

openSUSE 'libxcrypt' Insecure Password Hash Weakness BID
[security-announce] SUSE Security Summary Report: SUSE-SR:2008:016 SUSE
SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNI.
IBM X-Force Exchange XF

CVE Program record CVE.OR
NVD vulnerability detail NVD
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https://cve.report/CVE-2008-3188.pdf
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http://cve.report/software/opensuse/libxcrypt
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://lists.opensuse.org/opensuse-security-announce/2008-07/msg00008.html
http://secunia.com/advisories/31096
http://www.securityfocus.com/bid/30301
http://lists.opensuse.org/opensuse-security-announce/2008-08/msg00001.html
http://secunia.com/advisories/31339
https://exchange.xforce.ibmcloud.com/vulnerabilities/43927
https://www.cve.org/CVERecord?id=CVE-2008-3188
https://nvd.nist.gov/vuln/detail/CVE-2008-3188

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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