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Summary

CVE CVE-2008-3215

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-07-18 16:41:00 UTC

Updated 2017-08-08 01:31:00 UTC

Description libclamav/petite.c in ClamAV before 0.93.3 allows remote attackers to cause a denial of service via a malformed Petite file that triggers an out-of-bounds memory access. 

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Clam Anti-virus Clamav 0.88.2 All All All

Application Clam Anti-virus Clamav 0.88.4 All All All

Application Clam Anti-virus Clamav 0.88.5 All All All

Application Clam Anti-virus Clamav 0.88.6 All All All

Application Clam Anti-virus Clamav 0.88.7 All All All

Application Clam Anti-virus Clamav 0.88.7 p0 All All

Application Clam Anti-virus Clamav 0.88.7 p1 All All

Application Clam Anti-virus Clamav 0.90 All All All

Application Clam Anti-virus Clamav 0.90.1 All All All

Application Clam Anti-virus Clamav 0.90.1 p0 All All

Application Clam Anti-virus Clamav 0.90.2 All All All

Application Clam Anti-virus Clamav 0.90.2 p0 All All

Application Clam Anti-virus Clamav 0.90.3 All All All

Application Clam Anti-virus Clamav 0.90.3 p0 All All

Application Clam Anti-virus Clamav 0.90.3 p1 All All

Application Clam Anti-virus Clamav 0.91.2 p0 All All

Application Clam Anti-virus Clamav 0.92 p0 All All
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Application Clam Anti-virus Clamav 0.92 p0 All All

Application Clam Anti-virus Clamav 0.92.1 All All All

Application Clam Anti-virus Clamav 0.93 All All All

Application Clam Anti-virus Clamav 0.88.2 All All All

Application Clam Anti-virus Clamav 0.88.4 All All All

Application Clam Anti-virus Clamav 0.88.5 All All All

Application Clam Anti-virus Clamav 0.88.6 All All All

Application Clam Anti-virus Clamav 0.88.7 All All All

Application Clam Anti-virus Clamav 0.88.7 p0 All All

Application Clam Anti-virus Clamav 0.88.7 p1 All All

Application Clam Anti-virus Clamav 0.90 All All All

Application Clam Anti-virus Clamav 0.90.1 All All All

Application Clam Anti-virus Clamav 0.90.1 p0 All All

Application Clam Anti-virus Clamav 0.90.2 All All All

Application Clam Anti-virus Clamav 0.90.2 p0 All All

Application Clam Anti-virus Clamav 0.90.3 All All All

Application Clam Anti-virus Clamav 0.90.3 p0 All All

Application Clam Anti-virus Clamav 0.90.3 p1 All All

Application Clam Anti-virus Clamav 0.91.2 p0 All All

Application Clam Anti-virus Clamav 0.92 p0 All All

Application Clam Anti-virus Clamav 0.92.1 All All All

Application Clam Anti-virus Clamav 0.93 All All All
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oss-security - Re: CVE id request: Clamav MLIST
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[SECURITY] Fedora 8 Update: clamav-0.92.1-3.fc8 FEDORA

ClamAV: Multiple Denials of Service — Gentoo Linux Documentation GENTOO

Gentoo update for clamav - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Support / Security / Advisories / / MDVSA-2008:166 | Mandriva MANDRIVA

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

svn.clamav.net/websvn/diff.php CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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