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Summary

CVE CVE-2008-3217

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-07-18 16:41:00 UTC

Updated 2017-08-08 01:31:00 UTC

Description PowerDNS Recursor before 3.1.6 does not always use the strongest random number generator for source port selection, which makes it easier for remote attack vectors to conduct DNS cache poisoning. 

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Powerdns Recursor 3.0 All All All

Application Powerdns Recursor 3.0.1 All All All

Application Powerdns Recursor 3.1.1 All All All

Application Powerdns Recursor 3.1.2 All All All

Application Powerdns Recursor 3.1.3 All All All

Application Powerdns Recursor 3.1.4 All All All

Application Powerdns Recursor 3.0 All All All

Application Powerdns Recursor 3.0.1 All All All

Application Powerdns Recursor 3.1.1 All All All

Application Powerdns Recursor 3.1.2 All All All

Application Powerdns Recursor 3.1.3 All All All

Application Powerdns Recursor 3.1.4 All All All

Application Powerdns Recursor All All All All
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oss-security - CVE request: PowerDNS recursor source port randomization MLIST www.openwall.com

Fedora update for pdns-recursor - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Release notes CONFIRM doc.powerdns.com

oss-security - Re: CVE request: PowerDNS recursor source port randomization MLIST www.openwall.com

PowerDNS Source Port Randomization Remote Cache Poisoning Vulnerability BID www.securityfocus.com

oss-security - Re: DNS vulnerability: other relevant software MLIST www.openwall.com

[SECURITY] Fedora 9 Update: pdns-recursor-3.1.7-2.fc9 FEDORA www.redhat.com

Changeset 1179 - PowerDNS - Trac CONFIRM wiki.powerdns.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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