
CVE-2008-3219
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2008-3219

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-07-18 16:41:00 UTC

Updated 2021-04-15 13:49:00 UTC

Description The Drupal filter_xss_admin function in 5.x before 5.8 and 6.x before 6.3 does not "prevent use of the object HTML tag in administrator input," which has unknown impact and attack vectors, probably related to an insufficient cross-site scripting (XSS) protection mechanism.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Drupal Drupal All All All All

Application Drupal Drupal 5 All All All

Application Drupal Drupal 6 All All All

Application Drupal Drupal 5 All All All

Application Drupal Drupal 6 All All All

Operating System Fedoraproject Fedora 8 All All All

Operating System Fedoraproject Fedora 9 All All All

References

Reference

[SECURITY] Fedora 9 Update: drupal-6.3-1.fc9

Bug 454849 – drupal: multiple security issues in < 6.3,5.8/5.9 (SA-2008-044,SA-2008-046 - CVE-2008-3218, CVE-2008-3219, CVE-2008-3220, CVE-2008-3221, CVE-2008-3222, CVE-2008-3223)

oss-security - CVE request: multiple drupal issues in < 6.3,5.8

Drupal Multiple Remote Vulnerabilities

SA-2008-044 - Drupal core - Multiple vulnerabilities | drupal.org

[SECURITY] Fedora 8 Update: drupal-5.9-1.fc8

Fedora update for drupal - Secunia Advisories - Vulnerability Intelligence - Secunia.com
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[SECURITY] Fedora 8 Update: drupal-5.8-1.fc8

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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