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Summary

CVE CVE-2008-3222

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-07-18 16:41:00 UTC

Updated 2026-04-23 00:35:47 UTC

Description Session fixation vulnerability in Drupal 5.x before 5.9 and 6.x before 6.3, when contributed modules "terminate the current request during a login event," allows remote attackers to hijack web sessions via unknown vectors.

Risk And Classification

Primary CVSS: v2.0 5.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:N

Problem Types: CWE-384 | n/a

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:P/I:P/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Drupal Drupal All All All All

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

None

https://cve.report/
https://cve.report/CVE-2008-3222/mitre
https://cve.report/CVE-2008-3222/nist
https://cve.report/CVE-2008-3222/cve_org
https://cve.report/api/cve/CVE-2008-3222.json
https://cve.report/CVE-2008-3222.pdf
http://cve.report/vendor/drupal
http://cve.report/software/drupal/drupal


Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

Drupal Session Fixation Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com

[SECURITY] Fedora 8 Update: drupal-5.8-1.fc8

Bug 454849 – drupal: multiple security issues in < 6.3,5.8/5.9 (SA-2008-044,SA-2008-046 - CVE-2008-3218, CVE-2008-3219, CVE-2008-3220, CVE-2008-3221, CVE-2008-3222, CVE-2008-3223)

Drupal Multiple Remote Vulnerabilities

SA-2008-046 - Drupal core - Session fixation | drupal.org

[SECURITY] Fedora 9 Update: drupal-6.3-1.fc9

Fedora update for drupal - Secunia Advisories - Vulnerability Intelligence - Secunia.com

oss-security - CVE request: multiple drupal issues in < 6.3,5.8

IBM X-Force Exchange

Drupal Session Fixation Vulnerability

SA-2008-044 - Drupal core - Multiple vulnerabilities | drupal.org

[SECURITY] Fedora 8 Update: drupal-5.9-1.fc8

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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