
CVE-2008-3248
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2008-3248

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-10-21 18:00:00 UTC

Updated 2018-10-11 20:47:00 UTC

Description qiomkfile in the Quick I/O for Database feature in Symantec Veritas File System (VxFS) on HP-UX, and before 5.0 MP3 on Solaris, Linux, and AIX, does not initialize filesystem blocks during creation of a file, which allows local users to obtain sensitive information by creating and then reading files.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Veritas File System 5.0 mp2 aix All

Application Symantec Veritas File System 5.0 mp2 linux All

Application Symantec Veritas File System 5.0 mp2 solaris All

Application Symantec Veritas File System unknown unknown hp-ux All

Application Symantec Veritas File System 5.0 mp2 aix All

Application Symantec Veritas File System 5.0 mp2 linux All

Application Symantec Veritas File System 5.0 mp2 solaris All

Application Symantec Veritas File System unknown unknown hp-ux All

References

Reference Source Link

www.security-objectives.com/advisories/SECOBJADV-2008-04.txt MISC www.security-objectives.com

SecurityFocus BUGTRAQ www.securityfocus.com

Symantec Veritas File System 'qiomkfile' Local Information Disclosure Vulnerability BID www.securityfocus.com

404 Not Found CONFIRM www.symantec.com

Veritas File System Information Disclosure Security Issues - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

www.security-objectives.com/advisories/SECOBJSADV-2008-04.txt MISC www.security-objectives.com
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http://www.symantec.com/avcenter/security/Content/2008.10.20.html
http://secunia.com/advisories/32332
http://www.security-objectives.com/advisories/SECOBJSADV-2008-04.txt


IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

VERITAS File System (VxFS) Discloses Potentially Sensitive Information to Local Users - SecurityTracker SECTRACK www.securitytracker.com

Veritas - Technical Support CONFIRM seer.entsupport.symantec.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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