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CVE CVE-2008-3249
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-07-21 17:41:00 UTC
Updated 2017-08-08 01:31:00 UTC
Description The client in Lenovo System Update before 3.14 does not properly validate the certificate when establishing an SSL conne

1|

/ |

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Lenovo Thinkvantage System Update 3.13 All All All
Application Lenovo Thinkvantage System Update 3.13 All All All
Application Lenovo Thinkvantage System Update All All All All

References |
Reference Source
Lenovo ThinkVantage System Update Certificate Validation Flaw Lets Remote Users Spoof the Update Server - SecurityTracker SECTRAC
www.security-objectives.com/advisories/SECOBJADV-2008-01.txt MISC
IBM X-Force Exchange XF
Lenovo System Update SSL Certificate Validation Security Bypass Vulnerability BID
SecurityFocus BUGTRAC
ThinkVantage System Update Missing SSL Certificate Chain Verification - Advisories - Secunia SECUNIA
CVE Program record CVE.ORG
NVD vulnerability detail NVD
a S

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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