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Stack-based buffer overflow in the Apache Connector (mod_wl) in Oracle WebLogic Server (formerly BEA WebLogic Serve
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Bea Weblogic Server 10.0 All All All
Bea Weblogic Server 3.1.8 All All All
Bea Weblogic Server 4.0 All All All
Bea Weblogic Server 4.0.4 All All All
Bea Weblogic Server 4.5 All All All
Bea Weblogic Server 451 All All All
Bea Weblogic Server 451 sp15 All All
Bea Weblogic Server 452 All All All
Bea Weblogic Server 452 spi All All
Bea Weblogic Server 452 sp2 All All
Bea Weblogic Server 5.1 All All All
Bea Weblogic Server 5.1 sp1i All All
Bea Weblogic Server 5.1 sp10 All All
Bea Weblogic Server 5.1 spii All All
Bea Weblogic Server 5.1 sp12 All All
Bea Weblogic Server 5.1 sp13 All All
Bea Weblogic Server 5.1 sp2 All All
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[VIM] Bea Weblogic Apache Connector BOF / Remote Denial of Service PoC
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Oracle mod_wl HTTP POST Request Remote Buffer Overflow Vulnerability

US-CERT Vulnerability Note VU#716387

Bea Weblogic Apache Connector Code Exec / Denial of Service Exploit
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Oracle WebLogic Server Apache Connector Buffer Overflow Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com
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Vendor Comments And Credit

Organization Published Contributor Statement

Oracle 2008-07-31 Oracle Oracle has released a workaround for CVE-2008-3257. Information is available at: http://www.or
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There are currently no legacy QID mappings associated with this CVE.
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