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Summary

CVE CVE-2008-3272

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-08-08 18:41:00 UTC

Updated 2023-02-13 02:19:00 UTC

Description The snd_seq_oss_synth_make_info function in sound/core/seq/oss/seq_oss_synth.c in the sound subsystem in the Linux kernel before 2.6.27-rc2 does not verify that the device number is within the range defined by max_synthdev before returning certain data to the caller, which allows local users to obtain sensitive information.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 7.04 All All All

Operating System Canonical Ubuntu Linux 7.10 All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 7.04 All All All

Operating System Canonical Ubuntu Linux 7.10 All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Debian Debian Linux 4.0 All All All

Operating System Debian Debian Linux 4.0 All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel 2.6.27 - All All

Operating System Linux Linux Kernel 2.6.27 rc1 All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel 2.6.27 - All All

Operating System Linux Linux Kernel 2.6.27 rc1 All All

Operating System Redhat Enterprise Linux Desktop 4.0 All All All
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Operating System Redhat Enterprise Linux Desktop 4.0 All All All

Operating System Redhat Enterprise Linux Desktop 4.0 All All All

Operating System Redhat Enterprise Linux Eus 4.7 All All All

Operating System Redhat Enterprise Linux Eus 4.7 All All All

Operating System Redhat Enterprise Linux Server 4.0 All All All

Operating System Redhat Enterprise Linux Server 4.0 All All All

Operating System Redhat Enterprise Linux Workstation 4.0 All All All

Operating System Redhat Enterprise Linux Workstation 4.0 All All All
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Linux Kernel snd_seq_oss_synth_make_info() Discloses Kernel Memory Information to Local Users - SecurityTracker SECTRACK www.securitytracker.com

Linux Kernel 'snd_seq_oss_synth_make_info()' Information Disclosure Vulnerability BID www.securityfocus.com

Red Hat update for kernel - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Debian -- Security Information -- DSA-1636-1 linux-2.6.24 DEBIAN www.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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