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src/configure.in in Vim 5.0 through 7.1, when used for a build with Python support, does not ensure that the Makefile-conf te
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Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Vim Vim 5.0 All All All
Vim Vim 5.1 All All All
Vim Vim 5.2 All All All
Vim Vim 5.3 All All All
Vim Vim 5.4 All All All
Vim Vim 5.5 All All All
Vim Vim 5.6 All All All
Vim Vim 5.7 All All All
Vim Vim 5.8 All All All
Vim Vim 6.0 All All All
Vim Vim 6.1 All All All
Vim Vim 6.2 All All All
Vim Vim 6.3 All All All
Vim Vim 6.4 All All All
Vim Vim 7.0 All All All
Vim Vim 71 All All All
Vim Vim 5.0 All All All
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Application Vim Vim 5.1 All All All

Application Vim Vim 5.2 All All All

Application Vim Vim 5.3 All All All

Application Vim Vim 5.4 All All All

Application Vim Vim 55 All All All

Application Vim Vim 5.6 All All All

Application Vim Vim 5.7 All All All

Application Vim Vim 5.8 All All All

Application Vim Vim 6.0 All All All

Application Vim Vim 6.1 All All All

Application Vim Vim 6.2 All All All

Application Vim Vim 6.3 All All All

Application Vim Vim 6.4 All All All

Application Vim Vim 7.0 All All All

Application Vim Vim 7.1 All All All

Reference Source
Vim configure.in Insecure Temporary Files - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA
Webmail - OVH VUPEN
Full Disclosure: Vim: Insecure Temporary File Creation During Build: Arbitrary Code Execution FULLDISC

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com  SECUNIA

RETIRED: Apple Mac OS X 2008-007 Multiple Security Vulnerabilities BID

About Security Update 2008-007 CONFIRM
SecurityFocus BUGTRAQ
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
APPLE-SA-2008-10-09 Security Update 2008-007 APPLE
20080725 Re: [Full-disclosure] Vim: Insecure Temporary File Creation During Build: Arbitrary Code Execution BUGTRAQ
20080718 Re: Vim: Insecure Temporary File Creation During Build: Arbitrary Code Execution BUGTRAQ
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-07-25 Tomas Hoger This issue can only be exploited during the package build and it does not affect users of pre-bu
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http://www.securityfocus.com/bid/31681
http://support.apple.com/kb/HT3216
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There are currently no legacy QID mappings associated with this CVE.
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