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CVE CVE-2008-3323
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2008-07-28 17:41:00 UTC
Updated 2018-10-11 20:47:00 UTC
Description setup.exe before 2.573.2.3 in Cygwin does not properly verify the authenticity of packages, which allows remote Cygwin mi

1|

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Redhat Cygwin All All All

Language

All

References

Reference

Dave Korn - Updated: Setup.exe updated to version 2.573.2.3

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

SecurityFocus

Cygwin Package Handling Security Issue - Secunia Advisories - Vulnerability Intelligence - Secunia.com
www.security-objectives.com/advisories/SECOBJADV-2008-02.txt

Bug 449929 — CVE-2008-3323 Cygwin installation and update process can be subverted
Cygwin Installation and Update Process can be Subverted Vulnerability - CXSecurity.com

IBM X-Force Exchange

Cygwin 'setup.exe' Installation and Update Process Mirror Authenticity Verification Vulnerability
CVE Program record

NVD vulnerability detail

/

Source
MLIST
VUPEN
BUGTRAQ
SECUNIA
MISC
MISC
SREASON
XF

BID
CVE.ORG

NVD
|

No vendor comments have been submitted for this CVE.

Link

cygwin.com
www.vupen.com
www.securityfocus.cc
secunia.com
www.security-objectit
bugzilla.redhat.com
securityreason.com
exchange.xforce.ibm
www.securityfocus.cc
Www.cve.org

nvd.nist.gov



https://cve.report/
https://cve.report/CVE-2008-3323/mitre
https://cve.report/CVE-2008-3323/nist
https://cve.report/CVE-2008-3323/cve_org
https://cve.report/api/cve/CVE-2008-3323.json
https://cve.report/CVE-2008-3323.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/cygwin
http://cygwin.com/ml/cygwin-announce/2008-08/msg00001.html
http://www.vupen.com/english/advisories/2008/2321
http://www.securityfocus.com/archive/1/494756/100/0/threaded
http://secunia.com/advisories/31271
http://www.security-objectives.com/advisories/SECOBJADV-2008-02.txt
https://bugzilla.redhat.com/show_bug.cgi?id=449929
http://securityreason.com/securityalert/4051
https://exchange.xforce.ibmcloud.com/vulnerabilities/44047
http://www.securityfocus.com/bid/30375
https://www.cve.org/CVERecord?id=CVE-2008-3323
https://nvd.nist.gov/vuln/detail/CVE-2008-3323

There are currently no legacy QID mappings associated with this CVE.
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