
CVE-2008-3331
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2008-3331

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-07-27 23:41:00 UTC

Updated 2017-09-29 01:31:00 UTC

Description Cross-site scripting (XSS) vulnerability in return_dynamic_filters.php in Mantis before 1.1.2 allows remote attackers to inject arbitrary web script or HTML via the filter_target parameter.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mantis Mantis 0.10 All All All

Application Mantis Mantis 0.10.0 All All All

Application Mantis Mantis 0.10.1 All All All

Application Mantis Mantis 0.10.2 All All All

Application Mantis Mantis 0.11 All All All

Application Mantis Mantis 0.11.0 All All All

Application Mantis Mantis 0.11.1 All All All

Application Mantis Mantis 0.12 All All All

Application Mantis Mantis 0.12.0 All All All

Application Mantis Mantis 0.13 All All All

Application Mantis Mantis 0.13.0 All All All

Application Mantis Mantis 0.13.1 All All All

Application Mantis Mantis 0.14 All All All

Application Mantis Mantis 0.14.0 All All All

Application Mantis Mantis 0.14.1 All All All

Application Mantis Mantis 0.14.2 All All All

Application Mantis Mantis 0.14.3 All All All
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Application Mantis Mantis 0.14.3 All All All

Application Mantis Mantis 0.14.4 All All All

Application Mantis Mantis 0.14.5 All All All

Application Mantis Mantis 0.14.6 All All All

Application Mantis Mantis 0.14.7 All All All

Application Mantis Mantis 0.14.8 All All All

Application Mantis Mantis 0.15 All All All

Application Mantis Mantis 0.15.0 All All All

Application Mantis Mantis 0.15.1 All All All

Application Mantis Mantis 0.15.10 All All All

Application Mantis Mantis 0.15.11 All All All

Application Mantis Mantis 0.15.12 All All All

Application Mantis Mantis 0.15.2 All All All

Application Mantis Mantis 0.15.3 All All All

Application Mantis Mantis 0.15.4 All All All

Application Mantis Mantis 0.15.5 All All All

Application Mantis Mantis 0.15.6 All All All

Application Mantis Mantis 0.15.7 All All All

Application Mantis Mantis 0.15.8 All All All

Application Mantis Mantis 0.15.9 All All All

Application Mantis Mantis 0.16 All All All

Application Mantis Mantis 0.16.0 All All All

Application Mantis Mantis 0.16.1 All All All

Application Mantis Mantis 0.17 All All All

Application Mantis Mantis 0.17.0 All All All

Application Mantis Mantis 0.17.1 All All All

Application Mantis Mantis 0.17.2 All All All

Application Mantis Mantis 0.17.3 All All All

Application Mantis Mantis 0.17.4 All All All

Application Mantis Mantis 0.17.4a All All All

Application Mantis Mantis 0.17.5 All All All

Application Mantis Mantis 0.18 All All All

Application Mantis Mantis 0.18.0 All All All

Application Mantis Mantis 0.18.0a1 All All All

Application Mantis Mantis 0.18.0a2 All All All

Application Mantis Mantis 0.18.0a3 All All All
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Application Mantis Mantis 0.18.0a4 All All All

Application Mantis Mantis 0.18.0_rc1 All All All

Application Mantis Mantis 0.18.1 All All All

Application Mantis Mantis 0.18.2 All All All

Application Mantis Mantis 0.18.3 All All All

Application Mantis Mantis 0.18a1 All All All

Application Mantis Mantis 0.19 All All All

Application Mantis Mantis 0.19.0 All All All

Application Mantis Mantis 0.19.0a All All All

Application Mantis Mantis 0.19.0a1 All All All

Application Mantis Mantis 0.19.0a2 All All All

Application Mantis Mantis 0.19.0_rc1 All All All

Application Mantis Mantis 0.19.1 All All All

Application Mantis Mantis 0.19.2 All All All

Application Mantis Mantis 0.19.3 All All All

Application Mantis Mantis 0.19.4 All All All

Application Mantis Mantis 0.9 All All All

Application Mantis Mantis 0.9.0 All All All

Application Mantis Mantis 0.9.1 All All All

Application Mantis Mantis 1.0 All All All

Application Mantis Mantis 1.0.0 All All All

Application Mantis Mantis 1.0.0a1 All All All

Application Mantis Mantis 1.0.0a2 All All All

Application Mantis Mantis 1.0.0a3 All All All

Application Mantis Mantis 1.0.0rc1 All All All

Application Mantis Mantis 1.0.0rc2 All All All

Application Mantis Mantis 1.0.0rc3 All All All

Application Mantis Mantis 1.0.0rc4 All All All

Application Mantis Mantis 1.0.0_rc1 All All All

Application Mantis Mantis 1.0.0_rc2 All All All

Application Mantis Mantis 1.0.0_rc3 All All All

Application Mantis Mantis 1.0.0_rc4 All All All

Application Mantis Mantis 1.0.0_rc5 All All All

Application Mantis Mantis 1.0.1 All All All

Application Mantis Mantis 1.0.2 All All All

Application Mantis Mantis 1.0.3 All All All
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Application Mantis Mantis 1.0.3 All All All

Application Mantis Mantis 1.0.4 All All All

Application Mantis Mantis 1.0.5 All All All

Application Mantis Mantis 1.0.6 All All All

Application Mantis Mantis 1.1 All All All

Application Mantis Mantis 1.1.0 All All All

Application Mantis Mantis 1.1.0a1 All All All

Application Mantis Mantis 0.10 All All All

Application Mantis Mantis 0.10.0 All All All

Application Mantis Mantis 0.10.1 All All All

Application Mantis Mantis 0.10.2 All All All

Application Mantis Mantis 0.11 All All All

Application Mantis Mantis 0.11.0 All All All

Application Mantis Mantis 0.11.1 All All All

Application Mantis Mantis 0.12 All All All

Application Mantis Mantis 0.12.0 All All All

Application Mantis Mantis 0.13 All All All

Application Mantis Mantis 0.13.0 All All All

Application Mantis Mantis 0.13.1 All All All

Application Mantis Mantis 0.14 All All All

Application Mantis Mantis 0.14.0 All All All

Application Mantis Mantis 0.14.1 All All All

Application Mantis Mantis 0.14.2 All All All

Application Mantis Mantis 0.14.3 All All All

Application Mantis Mantis 0.14.4 All All All

Application Mantis Mantis 0.14.5 All All All

Application Mantis Mantis 0.14.6 All All All

Application Mantis Mantis 0.14.7 All All All

Application Mantis Mantis 0.14.8 All All All

Application Mantis Mantis 0.15 All All All

Application Mantis Mantis 0.15.0 All All All

Application Mantis Mantis 0.15.1 All All All

Application Mantis Mantis 0.15.10 All All All

Application Mantis Mantis 0.15.11 All All All

Application Mantis Mantis 0.15.12 All All All

Application Mantis Mantis 0.15.2 All All All
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Application Mantis Mantis 0.15.3 All All All

Application Mantis Mantis 0.15.4 All All All

Application Mantis Mantis 0.15.5 All All All

Application Mantis Mantis 0.15.6 All All All

Application Mantis Mantis 0.15.7 All All All

Application Mantis Mantis 0.15.8 All All All

Application Mantis Mantis 0.15.9 All All All

Application Mantis Mantis 0.16 All All All

Application Mantis Mantis 0.16.0 All All All

Application Mantis Mantis 0.16.1 All All All

Application Mantis Mantis 0.17 All All All

Application Mantis Mantis 0.17.0 All All All

Application Mantis Mantis 0.17.1 All All All

Application Mantis Mantis 0.17.2 All All All

Application Mantis Mantis 0.17.3 All All All

Application Mantis Mantis 0.17.4 All All All

Application Mantis Mantis 0.17.4a All All All

Application Mantis Mantis 0.17.5 All All All

Application Mantis Mantis 0.18 All All All

Application Mantis Mantis 0.18.0 All All All

Application Mantis Mantis 0.18.0a1 All All All

Application Mantis Mantis 0.18.0a2 All All All

Application Mantis Mantis 0.18.0a3 All All All

Application Mantis Mantis 0.18.0a4 All All All

Application Mantis Mantis 0.18.0_rc1 All All All

Application Mantis Mantis 0.18.1 All All All

Application Mantis Mantis 0.18.2 All All All

Application Mantis Mantis 0.18.3 All All All

Application Mantis Mantis 0.18a1 All All All

Application Mantis Mantis 0.19 All All All

Application Mantis Mantis 0.19.0 All All All

Application Mantis Mantis 0.19.0a All All All

Application Mantis Mantis 0.19.0a1 All All All

Application Mantis Mantis 0.19.0a2 All All All

Application Mantis Mantis 0.19.0_rc1 All All All
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Application Mantis Mantis 0.19.1 All All All

Application Mantis Mantis 0.19.2 All All All

Application Mantis Mantis 0.19.3 All All All

Application Mantis Mantis 0.19.4 All All All

Application Mantis Mantis 0.9 All All All

Application Mantis Mantis 0.9.0 All All All

Application Mantis Mantis 0.9.1 All All All

Application Mantis Mantis 1.0 All All All

Application Mantis Mantis 1.0.0 All All All

Application Mantis Mantis 1.0.0a1 All All All

Application Mantis Mantis 1.0.0a2 All All All

Application Mantis Mantis 1.0.0a3 All All All

Application Mantis Mantis 1.0.0rc1 All All All

Application Mantis Mantis 1.0.0rc2 All All All

Application Mantis Mantis 1.0.0rc3 All All All

Application Mantis Mantis 1.0.0rc4 All All All

Application Mantis Mantis 1.0.0_rc1 All All All

Application Mantis Mantis 1.0.0_rc2 All All All

Application Mantis Mantis 1.0.0_rc3 All All All

Application Mantis Mantis 1.0.0_rc4 All All All

Application Mantis Mantis 1.0.0_rc5 All All All

Application Mantis Mantis 1.0.1 All All All

Application Mantis Mantis 1.0.2 All All All

Application Mantis Mantis 1.0.3 All All All

Application Mantis Mantis 1.0.4 All All All

Application Mantis Mantis 1.0.5 All All All

Application Mantis Mantis 1.0.6 All All All

Application Mantis Mantis 1.1 All All All

Application Mantis Mantis 1.1.0 All All All

Application Mantis Mantis 1.1.0a1 All All All

Application Mantis Mantis All All All All

References

Reference Source Link

Mantis Multiple Input Validation Vulnerabilities BID www.securityfocus.com

SecurityReason - Mantis Bug Tracker 1.1.1 Multiple Vulnerabilities SREASON securityreason.com
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There are currently no legacy QID mappings associated with this CVE.
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