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Summary

CVE CVE-2008-3364

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-07-30 16:41:00 UTC

Updated 2017-09-29 01:31:00 UTC

Description Buffer overflow in the ObjRemoveCtrl Class ActiveX control in OfficeScanRemoveCtrl.dll 7.3.0.1020 in Trend Micro OfficeScan Corp Edition (OSCE) Web-Deployment 7.0, 7.3 build 1343 Patch 4 and other builds, and 8.0; Client Server Messaging Security (CSM) 3.5 and 3.6; and Worry-Free Business Security (WFBS) 5.0 allows remote attackers to execute arbitrary code via a long string in the Server property, and possibly other properties. 

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Trend Micro Officescan 7.3 All corporate All

Application Trend Micro Officescan 7.3 All corporate All

References

Reference

IBM X-Force Exchange

CXSecurity - IDS

Trend Micro Products ObjRemoveCtrl Class Buffer Overflows - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Trend Micro OfficeScan - ObjRemoveCtrl ActiveX Control Buffer Overflow - Windows remote Exploit

Trend Micro OfficeScan ActiveX Buffer Overflow Issue [EN-1037899]

Trend Micro OfficeScan 'OfficeScanRemoveCtrl.dll' ActiveX Multiple Buffer Overflow Vulnerabilities

Trend Micro OfficeScan Buffer Overflow in ActiveX Control Lets Remote Users Execute Arbitrary Code - SecurityTracker

Trend Micro OfficeScan Web-Deployment ObjRemoveCtrl Class Buffer Overflows - Secunia Advisories - Vulnerability Intelligence - Secunia.com

CVE Program record

NVD vulnerability detail
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http://secunia.com/advisories/31277
https://www.cve.org/CVERecord?id=CVE-2008-3364
https://nvd.nist.gov/vuln/detail/CVE-2008-3364


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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