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Directory traversal vulnerability in install/help.php in TalkBack 2.3.5, and other versions before 2.3.6.2, allows remote attack

| 1|

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type
Application

Application

Vendor Product Version Update Edition Language
Talkback Talkback 2.3.5 All All All
Talkback Talkback 2.3.5 All All All

References

CXSecurity - IDS

1

Reference Source Link

TalkBack release notes CONFIRM www.scripts.oldgu
Files = Packet Storm MISC www.packetstorms
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Talkback 2.3.6 - Multiple Local File Inclusion / PHPInfo Disclosure Vulnerabilities - PHP webapps Exploit EXPLOIT-DB  www.exploit-db.co

TalkBack 'help.php' Local File Include Vulnerability BID www.securityfocus
IBM X-Force Exchange XF exchange.xforce.it
TalkBack 2.3.14 Multiple Remote Vulnerabilities EXPLOIT-DB  www.exploit-db.co
TalkBack 2.3.5 (language) Local File Inclusion Vulnerability EXPLOIT-DB  www.exploit-db.co

SREASON securityreason.cor

CVE Program record CVE.ORG WWW.CVe.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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